AGENDA FOR @;w

AUDIT COMMITTEE

Contact:: Andrea Tomlinson

Direct Line: 01612535399

E-mail: a.j.tomlinson@bury.gov.uk
Web Site: WWW.bury.gov.uk

To: All Members of Audit Committee
Councillors : S Butler, U Farooq, I Gartside, M Hayes,

B Mortenson, ] Rydeheard, M Smith, M Whitby (Chair)
and S Wright

Dear Member/Colleague
Audit Committee

You are invited to attend a meeting of the Audit Committee which
will be held as follows: -

Date: Thursday, 30 September 2021
Place: Town Hall
Time: 7.00 pm

If Opposition Members and Co-opted Members require
briefing on any particular item on the Agenda, the
Facilities: | appropriate Director/Senior Officer originating the
related report should be contacted.

Briefing

Notes:




AGENDA

APOLOGIES FOR ABSENCE

DECLARATIONS OF INTEREST

Members of the Audit Committee are asked to consider whether they
have an interest in any of the matters on the agenda and, if so, to
formally declare that interest.

MINUTES OF THE LAST MEETING (Pages 5 - 14)

The Minutes of the last meeting of the Audit Committee held on 21stJuly
2021 are attached.

MATTERS ARISING

INFORMATION GOVERNANCE PROGRESS REPORT (Pages 15 - 82)

A report from the Deputy Chief Executive is attached.

MAZARS AUDIT STRATEGY MEMORANDUM (Pages 83 - 118)

Report attached.

REDMOND REVIEW

The Chair will provide a verbal update.

RISK REGISTER UPDATE (Pages 119- 138)

A report from the Councils Section 151 Officer is attached.

COVID GRANTS FINANCIAL SUPPORT (Pages 139 - 148)

Report is attached for information.

INTERNAL AUDIT UPDATE (Pages 149 - 180)

A report from the Acting Head of Internal Audit is attached.

EXCLUSION OF PRESS AND PUBLIC

To consider passing the appropriate resolution under Section 100(A)(4) of
the Local Government Act 1972 that the press and public be excluded
from the meeting during consideration of the following items of business

since they involve the likely disclosure of the exempt information stated.

INTERNAL AUDIT PROGRESS REPORT (Pages 181 - 342)

A report from the Acting Head of Internal Audit is attached.
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INTEGRATED COMMUNITY EQUIPMENT STORES (Pages 343 - 372)
Will Blandamer Executive Director Strategic Commissioning and Adrian
Crook Director Adult Social Care Services and Community Commissioning
will be in attendance. Internal Audit report attached.

MEMBERS' FEEDBACK

The Chair will provide a verbal update.
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Minutes of: AUDIT COMMITTEE
Date of Meeting: 21 July 2021
Present: Councillor M Whitby (in the Chair)
Councillors S Butler, I Gartside, M Hayes, B Mortenson,

J Rydeheard, M Smith and S Wright

Also in Karen Murray - Mazars
attendance: Amelia Payton - Mazars

Public Attendance: No members of the public were present at the meeting.

Apologies for Absence: ] Dennis and Councillor U Farooq

AU.1 APOLOGIES FOR ABSENCE
AU.2 DECLARATIONS OF INTEREST

Councillor Steve Wright declared a personal interest in any item relating toschools
in the Borough as his wife is employed at a local school.

Councillor Sam Butler declared a personal interest in any reference to Homes
England as his Fiancée was employed by them.

AU.3 MINUTES OF THE LAST MEETING
It was agreed:

That the Minutes of the last meeting held on 18 March 2021 be approved as a
correct record and signed by the Chair.

AU .4 MATTERS ARISING
There were no matters arising
AU.5 DRAFT STATEMENT OF ACCOUNTS 2020/21

Sam Evans, Joint Chief Finance Officer presented a briefing note setting out the
unaudited Statement of Accounts for the 2020/21 financial year. The report
highlights the overall financial position for the year.

Whilst there is no longer a requirement to present the unaudited accountsto
Members before the external audit process commences, the Council has continued
this practice as it gives Members early notification of the financial outcome ofthe
previous financial year and is considered to be good practice.

There is a requirement to obtain certification of the accounts by the responsible
financial officer, for the Council this is the Executive Director of Finance and S151
Officer.
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The accounts will be available for public scrutiny from 2 August to 13 September.
This will be advertised on the Council's website. The unaudited accounts will be
placed on the Council's website on 31 July in line with the Government'’s policy of
increased transparency in the public sector. And the accounts will be subject to
external audit.

The style and format of the accountsis largely prescribed by the CIPFA Code of
Practice (The Code). Audit Committee should assure themselves that the Narrative
Report is consistent with the core financial statements.

The Statement of Accounts for Bury Council comprises of:

A narrative statement by the Executive Director of Finance and S151 Officer
The statement of responsibilities for the accounts

The core financial statements, comprising:

The movementin reserves statement

The comprehensive income and expenditure statement
The balance sheet as at 31 March 2021

The cash flow statement

The notes to the core financial statements

The Housing Revenue Account

The Collection Fund

The Group Accounts

It was explained that Elected members are not expected to be financial experts,
but they are responsible for approving and issuing the Council’s financial
statements. In doing this they are playing a key role in ensuring accountability
and value for money are demonstrated to the public. However, local authority
financial statements are complex and can be difficult to understand: they must
comply with CIPFA’s Local Authority Code of Practice, which is based on
International Financial Reporting Standards and also the accounting and financing
regulations of central government

This covering report explains the key features of the primary statements and
notes that make up the 2020/21 Statement of Accounts. The narrative
statementprovides further information on the key issues for the benefit of
readers of the statements.

Sam explained that the narrative statement provided information on the
financial statements and gave an explanation of key events and their effect on
the financial statements. It was reported that the information in the narrative
statement is consistentwith budget information provided during the year and
reconciles to the year-end financial position reported to Cabinet on 21stJuly
2021.

Those present were given the opportunity to ask questions and make
comments and the following points were raised: -

. Councillor Butler referred to the Government grants that had been
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received in relation to COVID and asked whether this was making the
accounts look better than had they not been received.

Sam confirmed that this was the case and that the Council would be working to
build back the reserves that they would be using to support loss of income
particularly in relation to the airport dividend.

. Councillor Butler referred to the Local Government Pension Scheme and

the fact that this was a big liability and asked whether the scheme was
still taking new members.

It was reported that this was the case.

. Councillor Rydeheard referred to the £12m use of reserves and asked
whether this was sustainable.

Sam explained that this was not sustainable and that a 3 year programme was
in place to get the Council back into financial balance.

. A question was asked with regard to the schoolreserves being down
£21.5m through the DSG.

Sam reported that the Council was fortunate to secure funding through the
Safety Valve Project with the Department for Education. This is a 4 year

programme of work that would look at getting back into financial surplus by
2024/25 year end.

. Councillor Gartside explained that before consolidated reserves there
were the minimum level of reserves. Councillor Gartside asked whether
a minimum figure of reserves would be set in relation to risk
management and the risks set out within the Risk Register.

Sam explained that this would be part of the Medium Term Financial Strategy
which was one of the documents that was currently undergoing a refresh.
This was due to Sam being very new to post.

. Councillor Rydeheard asked when the COVID grants would be expected
to be used by.

Sam reported that the Council had up to the end of the 2021/22 financial year.

Some of the grants already had commitments against them but not all were
committed at the current time.

o Councillor Hayes referred to the Business Retention Pilot which allowed
GM authorities to retain 100% of the business grants it collected.

Councillor Hayes referred to the statement that this would change to

3
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AU.6

75% and asked if it was known when this would happen.

Sam explained that the 75% retention was initially planned to commence in
2021/2022, but this was delayed so that GM Authorities continued the 100%
retention in 2021/2022. It was also explained that this was under constant
review to ensure that it meets with the needs of localities.

. Councillor Gartside explained that the Council used to have Star
Chambers where the heads of departments attended and were asked to
account in relation to overspends.

Sam explained that this was a monthly item on the agenda at the Executive
Team Meeting. There was also a Finance specific Overview and Scrutiny
Committee being established.

e Councillor Rydeheard referred to the receipts from sales and assets and
asked why the value was significantly higher than the forecast in this
area.

Sam explained there were capital programme receipts that would be built into
the reports in future but hadn’t been included as yet.

. Councillor Whitby asked whether the cost of Covid would be met through
government grants.

Sam stated that not all costs would be funded via grants and there would be a
shortfall.

Delegated decision:

That the Draft Statement of Accounts be noted.

EXTERNAL AUDITOR'S ANNUAL AUDIT LETTER 2019-20

Karen Murray from the External Auditors Mazars presented the Committee with
the External Auditor’s Annual Letter. The report had been presented to the
Committee at it’'s meeting in March and this was now the final version. The report
confirmed the completion of the work carried out by Mazars for the 2019/2020
audit year and had been issued following certification of the whole of Government
Accounts return.

The report would be available for public access on the Council website.

Mazars had issued an unqualified opinion on the Council’'s accounts on the 25
March and the work on the whole of Government accounts return was completed
on 21 June 2021.
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Those present were given the opportunity to ask questions and make comments
and the following points were raised: -

e Councillor Gartside referred to weaknesses in the Governance arrangements
and asked what the current view of the External Auditors was.

Karen reported that the work had been carried out in relation to governance
arrangements, but Mazars had not been able to confirm that arrangements had
been embedded in the day to day work of the Council. There was nothing that
External Auditors were concerned about, and work would be carried out during the
course of the 2020/2021 audit to confirm this.

Delegated decision:
That the report be noted.
EXTERNAL AUDIT PROGRESS REPORT

Karen Murray presented the Committee with an update of the progress made by
Mazars in relation to the work for the 20/2021 financial year. The report had two
purposes, firstly to ensure that the audit workis on track and secondly to ensure
that the Committee were satisfied with the governance of the council.

Karen reported that the External Auditors would not be able to deliver the audit
workin line with the deadline of the end of September as set out in the
regulations, but would be reporting back to the Committee in November.

A notice would be published on the Council website which would state that the
work was ongoing, as long as this was done then the Council will have complied
with its statutory duties.

As at end of June 2021 there were still 100 authorities who were waiting on their
2019/2020 accounts to be audited and work hadn’t even started on their 20/2021
accounts.

Karen referred to the work that was ongoing in relation to the findings of the
Redmond Review and how this would inform the audit regime going forward.

Karen also referred to other information that was provided in section two of the
report that set out the guidance from the National Audit Office relating to changes
in respect of the VFM that the external auditors carried out and how from 2021the
new code of practice will direct the external auditors to provide a commentary and
not give a conclusion as previously.

Karen also referred to the Government Office report on the response to the
pandemic and explained how this was useful as it set out the challenges that had
been faced and would be faced by local authorities and S.151 Officers going
forward.

The Audit Strategy will be brought to the next meeting of the Audit Committee
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AU.8

Those present were given the opportunity to ask questions and make comments
and the following points were raised: -

e Councillor Whitby stated that it was disappointing that the work would not
be completed in the required timescales. Councillor Whitby referred to the
work that had been carried out by the Council Officers.

e Councillor Gartside referred to the number of Councils that still not had
their 2019/2020 audits completed.

Karen explained that there were a number of Councils that not had their
2019/2020 Audit of accounts completed which meant that work could not start on
the 2020/2021 accounts. Bury were not within this group and therefore the
2020/2021 accounts would be audited but the work would be completed late.

e Councillor Gartside asked what the issues were regarding the lateness of
the audit last year.

Karen explained that this was the first year that Mazars were working remotely
due to the pandemic. It was also explained that the Council had agreed that they
would complete the work later to enable the Council to deal with the issues
highlighted the previous year.

e Councillor Gartside asked if the audit completion work should be back on
track for the following year.

Karen explained that measures werein place to deal with the back log at a
national level as 60% of Council’'s would not have their accounts audited within
the timescales. Actions were in place and proposals were currently being consulted
on. It was explained that it was anticipated that it would take a couple of years to
get back on track.

e Councillor Rydeheard referred to the background behind the issues around
the deadlines and Council's not meeting these.

Karen explained the background around this and how deadlines had been changed
to assist with the work being completed.

Councillor Whitby referred to the fact that the national situation was worsening as
the numbers of councils not meeting the deadlines had increased.

Delegated decision:

That the contents of the report be noted.

ANNUAL GOVERNANCE STATEMENT & HEAD OF AUDIT OPINION

The Audit Committee were presented with the draft Annual Governance Statement
and Head of Audit Opinion report.

The draft AGS is presented for an initial review by the Audit Committee and a
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final document will be presentedto Committee in September for recommendation
for approval at Full Council later in the year.

Those present were given the opportunity to make comments and ask questions
and the following points were raised:

e Councillor Butler referred to the training that had been provided to the
Audit Committee Members at the start of the Municipal Year and asked
that this be expanded upon to ensure that the Committee members
received all relevant training that was available.

It was explained that the Committee would be receiving information provided by
Mazars which they would find useful and that training sessions would be built
into each scheduled meeting.

Sam explained that she would be holding a training workshop eventin relation
to Council finances and it was anticipated that this would be towards the end of
September.

Councillor Whitby referred to the Audit training that that she had attended which
had been provided by the LGA and recommended that Members attend if it is
provided again.

Delegated decision:
That the Audit Committee

1. Notesthe draft AGS and provide initial comments,

2. Notesthat the AGS will be available on theCouncil’s website from
the end of July andavailable for public inspection;

3. Notesthat a final AGS will be presented to Committee in September for
approval and forrecommendation to Full Council.

RISK REGISTER

It was reported that this item would be deferred to a future meeting of the Audit
Committee. A review was currently being undertaken to ensure that there was
consistency across the Council in relation to risk managementand how it was
calculated and reported.

It was explained that the report would contain details of the Council risks and the
Audit Committee would be given the opportunity to carry out a ‘deep dive’
exercise on whichever risk the Committee identified.

INFORMATION GOVERNANCE

Lynne Ridsdale presented a report providing an update to the Audit Committee on
the work of the IGSG, the IG work programme and associated activity that has
been progressed during the first quarter of 2021/22.
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It was explained that Information Governance (IG) is the strategy or framework
for handling personal information in a confidential and secure manner to
appropriate ethical and quality standards, ensuring compliance with the relevant
statutory and regulatory requirements.

It is of paramount importance to ensure that information is efficiently and legally
managed, and that the appropriate policies, procedures, guidance and
management accountability and structures provide a robust governance
framework for information management.

IG within the Council is delivered through a distributed model of responsibility
rather than through a specific or dedicated team, with key roles identified and
assigned to ensure appropriate oversight and accountability. These roles include
for example, the Senior Information Risk Officer (SIRO), the Data Protection
Officer (DPO), Information Asset Owners (IAO) and Information Asset Managers
(IAM).

The Information Governance Steering Group (IGSG) will provide assurance on IG
within the Council, to the Committee through strategic and operational oversight
and delivery of its wide-reaching work programme, which includes compliance
with all statutory requirements and annual compliance with the Data Security and
Protection Toolkit (DSPT).

The Audit Committee is responsible for providing assurance on the Council’s
governance (including risk and information governance) and as set out in the
Council’s Constitution, is required to annually review the IG requirements.

It was explained that in 2019, Bury Council invited the Information
Commissioner’s Office (ICO) to undertake a supportive review and audit of the
Council's IG arrangements in place to ensure the organisation’s compliance with
the GDPR. The review was due to take place in May 2020 but was deferred due to
the pandemic and rearranged for June 2021.

The report also gave updates in the following areas:

Data Security and Protection Toolkit
Information Governance Steering Group
GDPR Internal Audit

Information Governance Framework

Delegated decision:
That the Audit Committee:
1. Note the update provided;

2. Note the re-establishment of the IGSG and its formal reporting to
the Audit Committee;

3. Approve the Terms of Reference of the IGSG; and

4., Endorse the Information Governance Framework as presented.
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ANNUAL INTERNAL AUDIT YEAREND UPDATE

Janet Spelzini presented a report summarising the results of internal audit work
during 2020/21 and giving an overall opinion of the Authority’s control
environment as required by the Accounts and Audit Regulations 2015.

It was reported that based upon the results of audit work undertaken during the
year, the Acting Head of Internal Audit’s opinion is that the Authority’s control
environment provides substantial assurance that the significant risks facing the
Authority are addressed.

Members were given the opportunity to ask question and the following points were
raised:

e Councillor Rydeheard asked about the grading system.
Sam explained that the Audit Committee could request the officer responsible for
a specific service area attend a meeting of the committee if that service had

received a report with the outcome showing a limited level of assurance.

e Councillor Whitby explained that the Committee would receive a summary
of all internal Audit reports with the Audit Update reports.

Delegated decision:

That the contents of the report be noted.

INTERNAL AUDIT PLAN 2021.2022

The Acting Head of Internal Audit presented a report setting out the context of the
Internal Audit Service explaining the approach to the compilation of the 2021/22
internal audit annual plan. The annual plan was incorporated at Annex 1 to the
report.

Delegated decision:

1. That the contents of the report be noted

2. That the annual audit plan for 2021/22 be approved.

COUNCILLOR M WHITBY
Chair

(Note: The meeting started at 7.30 pm and ended at 9.00 pm)
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COUNCIL

Agenda Iltem 5

Classification ltem No.

Open

Meeting:

Audit Committee

Meeting date:

30t September 2021

Title of report:

Information Governance - ICO Update & Q2 delivery
Update

Reporthby:

Lynne Ridsdale - Deputy Chief Executive

Decision Type:

Ward(s) to
whichreport
relates

Al

Executive Summary:

Information Governance (IG) is the strategy or framework for handling personal
information in a confidential and secure manner to appropriate ethical and quality
standards, ensuring compliance with the relevant statutory and regulatory
requirements. At its last meeting the Audit Committee received the Q1 update on IG
activity and approved the Information Governance Framework through which these
functions are discharged within the Council.

During Q2 the Council has prepared and delivered a consensual audit of IG practice
form the industry regulator, the Information Commissioner’s office. This report:

e setsoutthe findings of the ICO audit;

e provides a Q2 update to the Information Governance workplan;

e proposes an improvement plan for adoption, which will also form the work
plan for Quarters 3 and 4 2021/22; and

e sets out the requirements for the 2021/22 Data Security Protection Toolkit

(DSPT).

Page 1 of 10
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Key considerations

1.0

1.1

2.0

2.1

2.2

2.3

2.4

3.0

3.1

3.2

Introduction

This reportis the update on Information Governance work completed during
Quarter 2 of 2021/22. The report focusses on the preparation for and findings
of a consensual audit undertaken during this time by the Information
Commissioner’s Office (ICO). The full reportis appended.

Background

The Information Commissioneris responsible for enforcing and promoting
compliance with data protection legislation. Article 58(1) of the UK General
Data Protection Regulation (UK GDPR) states that the Information
Commissioner’s Office (ICO) has the powerto carry out investigations in the
form of data protection audits. Section 129 of the Data Protection Act 2018
(DPA 18) also provides provision to carry out consensual audits. Additionally,
Section 146 of the DPA 18 allows the ICO, through a written “assessment
notice”, to carry out an assessment of compliance with the data protection
legislation.

Bury Council agreed to a consensual audit by the ICO of its processing of
personal data. This was originally scheduled for June 2020; however, this was
paused in response to the Covid-19 pandemic and was subsequently re-
scheduled for 22M - 24t June 2021.

The primary purpose of the audit was to provide the ICO and Bury Council
with an independent opinion of the extent to which Bury Council, within the
scope of the agreed audit, is complying with data protection legislation.

A report has been provided to Bury Council which, along with a series of
recommended actions, also reflected on areas of good practice.

ICO Audit Approach

The ICO audit was structured as an evaluation of three areas of IG activity:
e Information security
e Freedom of Information
e Governance and Assurance

The Audit involved:
e Desk top review of over 100 pieces of written evidence including staff
training materials, leadership job descriptions, policies, procedures, staff
guidance and records of processing activity

Page 2 of 10
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e Over 30 stakeholder interviews with a range of staff involved in
information governance activity

3.3 To inform the Audit the Council provided a copy of the Council’'s Information
Governance Framework and internal improvement plan, which includes the
actions from the recent Internal Audit review.

4.0 ICO Audit Findings

4.1 The ICO report is provided at Appendix A. The summary opinion is provided

below
Audit Scope area  Assurance Overall Opinion
Rating
There is a limited level of assurance that processes
and procedures are in place and are delivering data
Governance & Limited protection compliance. The audit has identified
Accountability considerable scope for improvement in existing
arrangements to reduce the risk of non-compliance
with data protection legislation.
Information There is a reasonable level of assurance that
Security Reasonable processes and procedures are in place and are
delivering data protection compliance. The audit has
identified some scope for improvement in existing
arrangements to reduce the risk of non-compliance
with data protection legislation.
Freedom of There is a reasonable level of assurance that
Information Reasonable processes and procedures are in place and are

delivering freedom of information compliance. The
audit has identified some scope for improvement in
existing arrangements to reduce the risk of non-

compliance with freedom of information legislation.

4.2 The audit also highlighted the following areas of best practice:

e BMBC have integrated communications around information governance into
weekly executive emails, ensuring data protection matters are visible to all
levels of staff.

e Departments hold a library of responses to frequent FOI/EIR requests to
reduce workload, reduce response times and capitalise on any effort already
expended on similar requests.

e BMBC has metacompliance software in place to ensure all staff have read and
completed the Personal Commitment Statement. The statement outlines key
information security requirements that staff must

4.3 The summary areas for improvement were found to be:

e BMBC does not currently maintain a central log of its lawful bases for
processing, meaning there is no oversight on whether the appropriate lawful

Page 3 of 10
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5.0

5.1

5.2

basis is being used. BMBC should establish a central log of lawful bases,
including details of any law, statute, or other obligation for that processing.
The Records of Processing Activities (RoPA) held by BMBC does not include
certain categories of information required by the UK GDPR. BMBC should
ensure that its RoPA is updated to include all details specified by the
legislation.

BMBC does not have a Legitimate Interests Assessment (LIA) in place for the
processing it carries out under the lawful basis of Legitimate Interest. BMBC
should undertake an LIA on this processing to ensure it has adequately
balanced its interests against the rights and freedoms of the data subject.
BMBC should gain assurance from suppliers that they will notify BMBC within a
reasonable timeframe of any information security breaches or personal data
breaches. All breaches should be notified to a nominated person.

BMBC should separate out the key elements of FOI/EIR legislation from the
existing Data Protection eLearning module to create a new FOI module. Use
the new module for mandatory FOI induction and refresher training for all
staff.

A specialist training programme should be created for all those staff with
responsibility for responding to FOI/EIR requests. The training should be
recorded and refreshed on a regular basis.

BMBC should review the existing FOI pages on the council web site to
demonstrate and ensure compliance with current guidance whilst ensuring the
benefits gained from the web request form are not diminished.

Improvement Plan

The ICO have made 78 recommendations across the three themes of the
audit, which have also been categorised by level of priority as follows

Urgent High Medium Low Total
Governance and 7 15 14 2 38
Assurance
Information - 5 18 8 31
Security
Freedom of - 4 5 1 10
Information

The recommendations have been translated into a detailed improvement plan
for delivery by the end of the 2021/22financial year. The detailed plan, which
is performance managed by the Information Governance Steering Group, is
available for inspection. A synopsis of activity underway is as follows

By end
August

Resolve Legitimate Interest Assessment - HR
ROPA refreshed

Review responsibilities/resources for IG
Refresh & re-establish network IG champions
Risk management strategy approved

Page 4 of 10
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6.0

6.1

Individual rights policy & procedure drafted

IG Policies updated to reflect GDPR

Induction updated & systems access only granted once
e-learning complete

Contacts reviewed re data processing

DPIA screening, template and log established

By end
Sept

Resolve IS responsibilities within ICT

Update agile policy re information security

PEN test and review PSN requirements

Update personal breach policy

policy document template & schedule approved,
including Information Security

policy availability to non front line staff addressed
IG KPIs reviewed

IAR reviewed following ROPA refresh

ROPA review process agreed

Privacy notice log established

FOIA policy and procedure updated

By end Oct

Review GDPR e-learning module

Update Information Security policy in full

Establish end use asset register

Port controls designed within Enterprise Agreement
Specialist role training delivered to IG leadership roles
Internal audit plan

By end
Nov

Process for reviewing systems access in place
Resolve information security within buildings including
floor walks of office sites

By end Dec

End user device policy in place

Starter/leavers process reviewed and induction updated
Plans in place for independent assurance of IG

Audit of consent processes and recording

Review PETS

Information Governance Update 2021/22 Quarter 2

The following updates are provided in respect to the overall work programme.

e Data Security and Protection Toolkit

The 2021/22 iteration of the Data Security and Protection Toolkit (DSPT) was
formally released by NHS Digital at the end of August 2021.

This Toolkit is a self-assessment implemented all organisations accessing NHS
patient data and provides assurance as to the level of best practice in terms of
the processing, storage and transfer of patient data. This is reflected in the
Information Standards Notice DCB0O086 Amd 9/2019.

Page 5 of 10
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Forthe 2021/22 reporting period, the submission deadline has been confirmed
as 30 June 2022. As with the previous 2020/21 DSPT, there is
acknowledgement of the continuing pressures resulting from the Covid-19
pandemic and as such, the deadline has been extended beyond 31 March for
the 2021/22 submission.

With the recent release of the 2021/22 requirements which include additions
to previous years (attached at Appendix B), workis currently progressing to
incorporate these actions into the comprehensive IG workplan.

e Information Governance Framework

The Information Governance Framework endorsed by the Audit Committee at
the June 2021 meeting is undergoing implementation to evidence assurance of
effective governance practices across all Council departments. Key updates
are noted below:

Information Governance Steering Group - the Group has been established as
detailed above and continue to supervise and monitor all work in relation to
the delivery of the workplan.

e Information Governance Delivery Group

This Group held their first meeting on 8th September 2021 and have been
tasked with the coordination and delivery of individual actions on the
workplan. The constitution reflects direct reports of Information Asset Owners
(IAOS) whose departments have specific actions assigned to them. As such,
there is no defined membership as the colleague best placed to progress the
task in question is invited to attend.

o Information Governance Resource

Following a review of available resource, an Information Governance and Risk
Strategic Advisor has been engaged to provide leadership direction across
both the Council and CCG on a part-time, fixed term basis until January 2022;
additionally supporting the seconded IG Support Officer role.

e Policy

Existing Information Governance and Data Security policies have been
refreshed and updated in accordance with ICO recommendations. The
documents currently undergoing review and approval by the IGSG include, but
are not limited to the following:

- Data Subject Rights Policy
- Anonymisation and Pseudonymisation Policy
- Data Quality Policy
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- Confidential Waste Disposal Policy
- Data Protection Impact Assessment (DPIA) Policy

e Standards, including Training

Alternative E-Learning modules within the existing training platform covering
Information Governance and Cyber Security have been reviewed against
National Cyber Security and ICO guidance and assurance provided they meet
requirements of the audit recommendations. Work continues to progress,

having identified, and now reviewing appropriate training materials for
specialised IG roles.

7.0 Recommendations

4.1 The Audit Committeeis required to:
e Notethe 2021/22 Quarter 2 Update provided;
¢ Note the findings of the ICO audit at Appendix A;
e Notethe 2021/22requirements of the Data Security and Protection
Toolkit provided at Appendix B.

Other alternative options considered

None.

Community impact/ Contribution to the Bury 2030 Strategy

Good Information Governance practices enables the Council to deliver its statutory

requirements and therefore contributes across all the themes of the Bury 2030
Strategy.

Equality Impactand considerations:

24. Under section 149 of the Equality Act 2010, the ‘general duty’ on public authorities is set
out as follows:

A public authority must, in the exercise of its functions, have due regard to the need to -

(8) eliminate discrimination, harassment, victimisation and any other conduct that is
prohibited by or under this Act;

(b) advance equality of opportunity between persons who share a relevant protected
characteristic and persons who do not share it;
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(c) foster good relations between persons who share a relevant protected characteristic
and persons who do not shareit.

25. The public sector equality duty (specific duty) requires us to consider howwe can positively
contribute to the advancement of equality and good relations, and demonstrate that we are
paying ‘due regard’ in our decision making in the design of policies and in the delivery of
services.

Assessment of Risk:

The following risks apply to the decision:

Risk / opportunity Mitigation

Without a robust framework in place to Approval and Implement of the
support good Information Governance Information Governance Framework
practice, there is a risk that the Council Implementation of a comprehensive

may not comply with the duties set out in Information Governance work
the General Data Protection Regulations programme

(GDPR) 2018 or Data Protection Act
leading to possible data breaches, loss of
public confidence, reputational damage
and prosecution / fines by the
Information Commissioner

Consultation: N/a

Legal Implications:

The report references the Council’s statutory duties and obligations under the UK
GDPR, Data protection Act 2018, FOIA and associated legislation and guidance. The
Council has duties under this legislation in terms of accountability and compliance
and must ensure it has appropriate policies and procedures in place. A Failure to
ensure compliance could result in enforcement action by the ICO.

Legal advice and support will be required in terms of the action plan outlined in the
report as well as ongoing DPO oversight and support.

Financial Implications:
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With the exception of the procurement of appropriate training there are no direct
financial implications arising from this report. However, there are implications in
relation to a potential ICO fine if the Council had a data breach and the ICO found

that we as an organisation were negligent.

Report Author and Contact Details:

Lynne Ridsdale - Deputy Chief Executive
l.ridsdale@bury.gov.uk

Backgroundpapers: N/A

Pleaseinclude aglossary ofterms,

in this report.

abbreviationsand acronyms used

Term Meaning

DFM Data Flow Mapping

DPIA Data Protection Impact Assessment

DPO Data Protection Officer

DSPT Data Security and Protection Toolkit

EIR Environmental Information Regulations
2004

FOIA Freedom of Information Act 2000

GDPR General Data Protection Regulations 2018

IAM Information Asset Manager

IAO Information Asset Owner

IAR Information Asset Registers

ICT Information Communication and
Technology
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IG Information Governance

IS Information Security

IGSG Information Governance Steering Group

KPI Key Performance Indicator

LIA Legitimate Interest Assessment

NHS National Health Service

PEN Penetration Testing

PETS People Equipment Technology and
Services

ROPA Record of Processing activity

SAR Subject Access Request

SIRO Senior Information Risk Officer
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Executive summary

Audit Methodology

The Information Commissioner is responsible for enforcing and promoting compliance with the UK General Data
Protection Regulation (UK GDPR), the Data Protection Act 2018 (DPA18) and other data protection legislation.
Section 146 of the DPA18 provides the Information Commissioner’s Office (ICO) with the power to conduct
compulsory audits through the issue of assessment notices. Section 129 of the DPA18 allows the ICO to carry out
consensual audits. The ICO sees auditing as a constructive process with real benefits for controllers and so aims to
establish a participative approach.

Bury Metropolitan Borough Council (BMBC) agreed to a consensual audit by the ICO of its processing of personal
data. An introductory telephone meeting was held on 23 March 2021 with representatives of BMBC to discuss the
scope of the audit.

The purpose of the audit is to provide the Information Commissioner and BMBC with an independent assurance of
the extent to which BMBC, within the scope of this agreed audit, is complying with data protection legislation.

The scope areas covered by this audit are determined following a risk based analysis of BMBC processing of
personal data and Freedom of Information requests. The scope may take into account any data protection issues
or risks which are specific to BMBC, identified from ICO intelligence or BMBC’s own concerns, and/or any data
protection issues or risks which affect their specific sector or organisations more widely. The ICO has further
tailored the controls covered in each scope area to take into account the organisational structure of BMBC, the
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nature and extent of BMBC's processing of personal data, and to avoid duplication across scope areas. As such,
the scope of this audit is unique to BMBC.
It was agreed that the audit would focus on the following area(s)

' Scope area Description |
Governance & The extent to which information governance accountability, policies and
Accountability procedures, performance measurement controls, and reporting mechanisms to

monitor data protection compliance to both the UK GDPR and national data
protection legislation are in place and in operation throughout the organisation.
Information Security There are appropriate technical and organisational measures in place to ensure the
confidentiality, integrity and availability of manually and electronically processed
personal data.
Freedom of The extent to which FOI/EIR accountability, policies and procedures, performance
Information measurement controls, and reporting mechanisms to monitor compliance are in
place and in operation throughout the organisation.

Audits are conducted following the Information Commissioner’s data protection audit methodology. The key
elements of this are normally a desk-based review of selected policies and procedures, on-site visits including
interviews with selected staff, and an inspection of selected records.

However, due to the outbreak of Covid -19, and the resulting restrictions on travel, this methodology was no
longer appropriate. Therefore, BMBC agreed to continue with the audit on a remote basis. A desk based review of
selected policies and procedures and remote telephone interviews were conducted from 22 June to 24 June 2021
The ICO would like to thank BMBC for its flexibility and commitment to the audit during difficult and challenging
circumstances.

Where weaknesses were identified recommendations have been made, primarily around enhancing existing
processes to facilitate compliance with data protection and freedom of information legislation. In order to assist
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BMBC in implementing the recommendations each has been assigned a priority rating based upon the risks that
they are intended to address. The ratings are assigned based upon the ICO’s assessment of the risks involved.
BMBC'S priorities and risk appetite may vary and, therefore, they should undertake their own assessments of the

risks identified.

Audit Summary

Audit Scope area Assurance Overall Opinion
Rating
Governance & There is a limited level of assurance that processes and procedures are
Accountability Limited in place and are delivering data protection compliance. The audit has
identified considerable scope for improvement in existing
arrangements to reduce the risk of non-compliance with data
protection legislation.
Information Security There is a reasonable level of assurance that processes and procedures
Reasonable are in place and are delivering data protection compliance. The audit
has identified some scope for improvement in existing arrangements to
reduce the risk of non-compliance with data protection legislation.
Freedom of Information There is a reasonable level of assurance that processes and procedures
Reasonable are in place and are delivering freedom of information compliance. The

audit has identified some scope for improvement in existing
arrangements to reduce the risk of non-compliance with freedom of
information legislation.

*The assurance ratings above are reflective of the remote audit methodology deployed at this time and the rating may not necessarily represent a comprehensive

assessment of compliance.
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Priority Recommendations

A bar chart showing a breakdown by scope area of the priorities assigned to the recommendations made.

Breakdown by Scope of Priority Recommendations

14

- Low
Medium

m High

18

m Urgent
1

5

Governance & Information Security Freedom of Information
Accountability

The bar chart above shows a breakdown by scope area of the priorities assigned to our recommendations made:

Governance & Accountability has seven urgent, 15 high, 14 medium and two low priority recommendations
Information Security has five high, 18 medium and eight low priority recommendations

Freedom of Information has four high, five medium and one low priority recommendations
Bury Metropolitan Council - ICO Data Protection Audit Report — July 2021 Page 5 of 49
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Areas for Improvement

BMBC does not currently maintain a central log of its lawful bases for processing, meaning there is no oversight on whether
the appropriate lawful basis is being used. BMBC should establish a central log of lawful bases, including details of any law,
statute, or other obligation for that processing.

The Records of Processing Activities (RoPA) held by BMBC does not include certain categories of information required by the
UK GDPR. BMBC should ensure that its RoPA is updated to include all details specified by the legislation.

BMBC does not have a Legitimate Interests Assessment (LIA) in place for the processing it carries out under the lawful basis
of Legitimate Interest. BMBC should undertake an LIA on this processing to ensure it has adequately balanced its interests
against the rights and freedoms of the data subject.

BMBC should gain assurance from suppliers that they will notify BMBC within a reasonable timeframe of any information
security breaches or personal data breaches. All breaches should be notified to a nominated person.

BMBC should separate out the key elements of FOI/EIR legislation from the existing Data Protection eLearning module to
create a new FOI module. Use the new module for mandatory FOI induction and refresher training for all staff.

A specialist training programme should be created for all those staff with responsibility for responding to FOI/EIR requests.
The training should be recorded and refreshed on a regular basis.

BMBC should review the existing FOI pages on the council web site to demonstrate and ensure compliance with current
guidance whilst ensuring the benefits gained from the web request form are not diminished.

Best Practice

BMBC have integrated communications around information governance into weekly executive emails, ensuring data
protection matters are visible to all levels of staff.

Departments hold a library of responses to frequent FOI/EIR requests to reduce workload, reduce response times and
capitalise on any effort already expended on similar requests.
Bury Metropolitan Council - ICO Data Protection Audit Report — July 2021 Page 6 of 49
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BMBC has metacompliance software in place to ensure all staff have read and completed the Personal Commitment
Statement. The statement outlines key information security requirements that staff must follow

Bury Metropolitan Council - ICO Data Protection Audit Report — July 2021 Page 7 of 49

L]
lc o L J
Information Commi

missianer’s Office

T¢ abed



Audit findings

The tables below identify areas for improvement that were identified in the course of our audit; they include
recommendations in relation to how those improvements might be achieved.

Governance & Accountability

Control

Non-conformity

Recommendation

Priority

There is a Data Protection
Officer in place with
desighated responsibility
for data protection
compliance.

a.1l.A. There is a blurring of responsibilities
between the Deputy Director of Governance and
Assurance (DDGA) at Bury CCG, and BMBC's
DPO. There is a confusion on expectations - it
was reported to ICO auditors that the DDGA
carries out the operational aspects of IG and DP
and the DPO sits in a statutory role, however
separately the DDGA was described as a
specialist advisor to help implement measures
but not run them. There is a risk that areas of
DPO responsibility as delegated in Articles 37,
38, and 39 of the UK GDPR will be missed as
there are not clear lines on who is responsible
for them.

B. See a.3.

C. The DPO is not sufficiently well-resourced.
There is no DP or IG department, and as a result

a.1.A. Clear delineation between the DPQO's
role and the advisory position of the DDGA is
required. BMBC needs to clarify exactly what
is required of a DPO by the UK GDPR and
ensure its DPO is fulfilling those duties, then
it will be able to provide clarity on whether
the DPO or DDGA is responsible for specific
aspects of DP or IG. This will ensure BMBC is
fulfilling its obligations under Articles 37, 38,
and 39 of the UK GDPR.

B. see a.3.

C. BMBC have plans in place to adequately
resource IG projects and should implement
them as soon as they are reasonably able to
do so. By ensuring that there are specialised
staff available to assist in responding to

High
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Governance & Accountability

Control Non-conformity Recommendation Priority
many operational aspects of IG, such as individual rights requests, or provide help
responding to individual rights requests, is and guidance on data protection matters, the
managed within services. BMBC have advised of | DPO will be able to carry out their role
resourcing plans that were put on hold due to effectively.
the pandemic. There is a risk that the DPO is
prevented from carrying out their role
effectively, due to lack of resourcing.

The DPO role has a.2. BMBC's DPO also holds many other roles, a.2. BMBC should consider creating Medium
operational independence | including Head of Legal Services and Deputy documentation to account for the possibility
and appropriate reporting | Monitoring Officer. By holding several senior of a conflict of interest arising, and the
mechanisms are in place management roles, BMBC is unable to provide backup reporting measures in place to
to senior management assurance that its DPO has operational mitigate this risk, e.g. designating
independence and that there is no conflict with responsibility to another staff member on
the DPQO's numerous other duties as part of their | matters which could be perceived as a
role. This could result in non-compliance with conflict of interest for the DPO. This will
Article 38(6) of the UK GDPR, which highlights ensure BMBC can demonstrate compliance
that whilst DPOs may fulfil other tasks or duties, | with Article 38(6) of the UK GDPR.
"the controller or processor shall ensure that any
such tasks and duties do not result in a conflict
of interest".
Operational roles and a.3. The responsibility for day-to-day a.3. BMBC should implement processes to High

responsibilities have been
assighed to support the
day to day management
of all aspects of
information governance

management of IG is not centralised or
standardised - each department manages their
duties individually, so there are no processes in
place to ensure the DPO is involved in DP issues
in a timely manner. There is no oversight by the
DPO on individual department IG management
and performance. ICO Auditors were advised
that there is a network of IG leads, although this
was unable to be evidenced, and there have
previously been DP champions in departments
but this has not been maintained due to the
pandemic. This means there are no assurances
the correct staff are in place and are trained

ensure the DPO has oversight of IG
management and performance across
individual departments. BMBC should
consider reinstating DP champions and
facilitating DP champion meetings in and
across departments. This will allow good
practice and lessons learnt to be shared
across departments and provide an
opportunity for the DPO to attend to ask and
answer any questions there may be around
the operational aspects of IG. This will
ensure that the correct staff are in place and
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Governance & Accountability

direction for data
protection compliance is
set out in a framework of
policies and procedures.

protection matters are in place. However, these
documents are significantly out of date and have
not been updated and reviewed for a number of
years. There is a risk that breaches will occur as
the policies and procedures do not meet the
requirements of the UK GDPR and DPA18.

B. BMBC does not currently have a specific
individual rights policy. As a result, there is a
risk that individual rights requests will not be
recoghised as they are not documented
anywhere or included in any specific training. In
addition, there is a risk BMBC will not fulfil its

reviewed and updated to reflect the new
requirements on controllers detailed in the
UK GDPR. This will ensure that BMBC is
accurately reflecting its obligations under the
updated legislations.

B. Implement an individual rights policy,
including details on what rights individuals
have, exemptions that can be applied, and
how requests can be made. This will ensure
BMBC fulfils its obligations under Articles 12-
23 of the UK GDPR.

Control Non-conformity Recommendation Priority
accordingly, or that BMBC is fulfilling its that BMBC is fulfilling its obligations under
obligations under the UK GDPR. the UK GDPR.
There are processes in a.4. A mixed awareness of risk registers was a.4.Document where departmental risk Urgent
place to ensure reported to ICO auditors, with some registers exist and commence enquiries into
information risks are departments confirming they held their own where they don't and why. BMBC should
managed throughout the register and others stating they were only aware | ensure that all departments are aware of
organisation in a of the corporate register. Without the their risk registers, and that ownership is
structured way. appropriate oversight of information risks across | allocated to a suitable staff member. This
the organisation, BMBC does not have adequate | will mitigate the risk of misuse of personal
assurance they are preventing misuse of data and ensure BMBC are in compliance
personal data, which may result in a personal with their obligations under the UK GDPR.
data breach or non-compliance with their
obligations under the UK GDPR.
There are local level See a.3. See a.3.
operational meetings
where data protection,
records management and
information security
matters are discussed.
Management support and | a.5.A. Policies and procedures relating to data a.5.A. Policies and procedures should be Medium
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Governance & Accountability

Control Non-conformity Recommendation Priority

obligations under Articles 12-23 of the UK GDPR,
which set out the rights of the individual.

Where the organisation is | a.6. No document that would constitute an a.6. BMBC must implement an APD to Urgent

required by Schedule 1 or | Appropriate Policy Document (APD) has been support the accuracy of the decisions made

Part 3 section 42 of the provided to ICO auditors. As such, BMBC has no | to process special category or criminal

DPA18 to have an assurance that it has properly considered and offence data. This will ensure BMBC meets

Appropriate Policy documented their justification for processing the requirements of Part 3 Section 42 or

Document (APD) in place, | special category or criminal offence data as Schedule 1 of the DPA18.

the document in place is required under Part 3 Section 42 or Schedule 1

sufficient to fulfil the of the DPA18.

requirement.

Policies and procedures a.7.A. Evidence provided to ICO auditors shows a.7.A. All policies, procedures and guidelines | High

are approved by senior
management and subject
to routine review to
ensure they remain fit-
for-purpose.

that there is no consistent document control
information on policies or procedures, meaning
there is no way of determining whether a
document is the most recent version, or requires
review. There is no accountability when it comes
to ensuring documents are routinely reviewed
and updated. This means BMBC is not compliant
with Article 5(2) of the UK GDPR, the
Accountability principle.

B. BMBC does not have a formal, documented
policy review process - there is no set procedure
for reviewing, ratifying and approving new or
updated policies. This means there is no
assurance around the effectiveness of policies
and procedures, and that BMBC is not compliant
with Article 5(2) of the UK GDPR, the
Accountability principle.

C. There is no centralised policy review schedule,
so there is no accountability or assurance around
ensuring documents are routinely reviewed and

should be updated to include document
control information - at minimum, this
should include version humber, document
owner, change history, and review date. This
will give ownership and accountability to
policies and ensure BMBC's compliance with
Article 5(2) of the UK GDPR.

B. BMBC should create a formal, documented
policy review process, to ensure a
standardised approach to reviewing,
ratifying, and approving new or updated
policies. This will provide assurance around
the effectiveness of policies and procedures
and ensure BMBC's compliance with Article
5(2) of the UK GDPR.

C. BMBC should formulate a centralised
policy review schedule, to provide
accountability and assurance around
documents being routinely reviewed and

Bury Metropolitan Council — ICO Data Protection Audit Report - July 2021
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Governance & Accountability

Control Non-conformity Recommendation Priority
updated. This means BMBC is not compliant with | updated. This will ensure BMBC's compliance
Article 5(2) of the UK GDPR. with Article 5(2) of the UK GDPR.
Policies and procedures a.8. There is a lack of oversight on ensuring staff | a.8. BMBC should ensure the relevant DP Medium
are readily available to without computer access have copies of policies and IG policies and procedures are available
staff and are and procedures available to them. There are no to all staff without computer access - for
communicated through measures in place to make sure that this is the example creating a document bundle
various channels to case, as it is down to individual managers to retained by depots or offices that contains
maintain staff awareness | take responsibility for documents being the appropriate information. This will allow
available. There is an uncontrolled risk that staff | staff to reference guidance as required and
will act without reference to guidance, and in ensure BMBC conforms to the Data
breach of the UK GDPR or DPA18 - meaning Protection Principles set out in Article 5.
BMBC is not conforming to the requirements of
Article 5 of the UK GDPR, the Data Protection
Principles.
There is an overarching See c.9. See c.9.
IG training programme in
place for all staff.
Induction training is in a.9. Induction training at BMBC includes the a.9. Regular reporting should be carried out High

place and delivered in a
timely manner to all staff
including temporary and
agency staff etc.

basic GDPR training, and a requirement to read
the relevant data protection policies. However,
there is little assurance that staff have
completed training before being granted access
to systems that process or hold personal data.
There is a risk of non-compliance with the Data
Protection Principles, set out in Article 5(1) of
the UK GDPR.

on who has access to systems containing
personal data, and who has completed the
mandatory GDPR training. This will allow
BMBC to identify if any staff who have not
completed the mandatory training have
access to systems holding or processing
personal data. Where staff have not
completed the training, access should be
rescinded until the training is complete.
Where the staff member is a new starter, a
report should be run to confirm training has
been completed before granting access to
these systems. This will ensure BMBC is in

compliance with Article 5(1) of the UK GDPR.

Bury Metropolitan Council — ICO Data Protection Audit Report - July 2021
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Governance & Accountability

risk- based internal audit
in place covering
information governance /
data protection.

the scope of all audits in BMBC's internal audit
plan. However, BMBC does not routinely conduct
internal audits solely around data protection
compliance, and the DPO is not included in audit

audits covering a range of data protection
compliance areas. This will ensure BMBC and
its DPO have continuous oversight and
assurance that it is maintaining compliance

Control Non-conformity Recommendation Priority
There is provision of more | a.10.A. The DPO has not undertaken any specific | a.10.A. BMBC should facilitate the DPO High
specific DP training for DP or IG training and cannot evidence any DP or | attending specific, specialised DP or IG
specialised roles (such as | IG certifications to qualify them for the role. training, in order to evidence and maintain
the DPO, SIRO, IAOs) or Whilst Article 37(5) of the UK GDPR does not their expert knowledge, and ensure BMBC is
particular functions e.g. specify any qualifications a DPO should hold, it is | complying with their obligations under Article
records management expected that a DPO should be able to evidence 37.
teams, SAR teams, their "expert knowledge of data protection law
information security and practices". Failure to have an appropriately B. The requirement for staff in particular
teams etc. qualified DPO may be a breach of Article 37 of roles or functions to have more specific
the UK GDPR. training was highlighted in BMBC's recent
Training Needs Analysis (TNA). BMBC should
B. There is no provision of specific DP training implement a specialised training programme
for specialised roles or particular functions - for to meet the needs of staff in these roles -
example Information Asset Officers (IAOs) do i.e. what the role and responsibilities of an
not have specific training on their role and its IAO are, how front line staff can recognise
responsibilities, and there is no specialised and process a SAR. This would ensure BMBC
training in how to recognise or respond to a SAR. | is meeting its obligations under the UK GDPR
This leaves BMBC at risk of not meeting its and DPA18.
obligations under the UK GDPR and DPA18.
The organisation has a.11. BMBC does not engage an external auditor | a.11. BMBC should consider engaging an Medium
considered a programme to provide independent assurances on IG external auditor to provide an independent
of external audit with a practices. External auditors are engaged for the view on its IG practices. This will provide
view to enhancing the purposes of information security only. By only additional assurances and cover any
control environment in assessing risk through internal audits and potential blind spots, to minimise risk of
place around data assurances, BMBC are at risk of inaccuracies in inaccurate risk assessments or any potential
handling and information risk assessments and potential breaches, and breaches. It will also provide additional
assurance non-conformance with Article 5(1) of the UK layers of assurance that BMBC is conforming
GDPR, the Data Protection Principles. with the Data Protection Principles detailed in
Article 5(1) of the UK GDPR.
There is a programme of a.12. Data protection matters are included within | a.12. BMBC should routinely conduct internal | Medium
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Governance & Accountability

Control Non-conformity Recommendation Priority
planning. This means BMBC and its DPO may be | with its obligations under the UK GDPR and
lacking oversight and assurance that it is DPA18.
maintaining compliance with its obligations
under the UK GDPR and DPA18.
The organisation actively a.13. BMBC's data protection policies and a.13. Establish within data protection policies | Medium
monitors or audits its own | procedures do not specify what the compliance and procedures how compliance will be
compliance with the monitoring process is, to ensure staff are monitored. By continuously monitoring staff
requirements set out in its | adhering to policies. Without ongoing compliance | compliance with policies and procedures,
data protection policies monitoring, BMBC lacks assurance that the BMBC will have ongoing assurance that the
and procedures. controls it has in place to prevent non- controls it has created are being
compliance with the UK GDPR and DPA18 are implemented correctly and preventing non-
being implemented. compliance with the UK GDPR and DPA18.
There are data protection | a.14. BMBC has recently implemented KPIs for a.14. BMBC should implement or expand High

Key Performance
Indicators (KPI) in place

FOI and SAR completion. However, there are no
KPIs relating to data protection training,
information security, or records management.
Without KPIs in place, BMBC lacks oversight on
its compliance with its statutory obligations and
cannot demonstrate compliance with Article 5(2)
of the UK GDPR, the Accountability principle.

their KPIs in the following areas:

-Individual rights requests, to include
breakdown by type of request, and area the
request was received

-Data protection training, including
percentage of staff completing mandatory
training

-Information security, including number of
security breaches, incidents, and near
misses

-Records management, including use of
metrics such as file retrieval statistics,
adherence to disposal schedules, and
performance of systems in place to index
and track paper files containing personal
data.

This will ensure that BMBC has oversight on
its compliance with statutory obligations and
can demonstrate accountability as required
under Article 5(2) of the UK GDPR.

Bury Metropolitan Council — ICO Data Protection Audit Report - July 2021
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Governance & Accountability

Control Non-conformity Recommendation Priority
Performance to IG KPIs is | See a.14. See a.14.
reported and reviewed
regularly.
There are written a.15. BMBC does not have a central contract log | a.15. BMBC should create a central log for High
contracts in place with for data processors - this is managed within data processor contracts. This will provide
every processor acting on | services. This means there is no oversight of oversight on processor contracts by the DPO
behalf of the organisation | processor contracts by the DPO, and no and provide assurance that contract reviews
which set out the details assurance that contract reviews are taking place | take place regularly and consistently.
of the processing regularly and consistently.
Written contracts include a.16. Evidence provided to ICO auditors a.16. BMBC should ensure that the Urgent
all the details, terms and indicated that details of processing - e.g. the categories of information set out in Article
clauses required under subject matter, the duration, the nature and 28(3) of the UK GDPR are included in all
the UKGDPR purpose, the type of personal data - is not processor contracts - consider implementing
included as standard in a processor contract, as a standard contract in order to achieve this.
required by Article 28(3) of the UK GDPR. There | Once contracts have been updated, BMBC
is a risk that BMBC may lose control of personal should ensure that compliance checks are
data, resulting in a breach, or that BMBC may be | carried out on updated contracts. This
unable to respond to individual rights requests reduces the risk that BMBC may lose control
within the statutory timeframe. There is also of personal data or be unable to respond to
non-compliance with Article 5(2) of the UK individual rights requests within the
GDPR, the Accountability principle. timeframe designated by the UK GDPR. This
will also ensure compliance with Article 5(2)
of the UK GDPR.
The organisation takes See a.16. See a .16.
accountability for ensuring
all processors comply with
the terms of the written
contract(s)
The organisation has a a.17. BMBC does not currently have any robust a.17. Auditors are aware BMBC is currently Medium

process to ensure all
processing activities are
documented accurately
and effectively

data mapping or information audit processes in
place. This means that the Record of Processing
Activities (RoPA), Information Asset Registers, or

working to implement more comprehensive
data flow mapping, as evidenced in the
template provided to ICO auditors. BMBC
should work to implement this new data
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Governance & Accountability

Control Non-conformity Recommendation Priority
risk assessments may be incomplete or mapping process to ensure that its RoPA,
inaccurate. IARs, and risk assessments are complete
and accurate reflections of their processing.
There is an internal record | a.18. BMBC does not have a central review log a.18. BMBC should introduce a centralised Medium
of all processing activities | for their RoPA - this is managed within services. review log for the RoPA, to make sure there
undertaken by the This means there is no oversight of reviews by is oversight on the review process and that
organisation the DPO, and no assurance that reviews are reviews are taking place regularly and
taking place regularly and consistently. consistently.
The information a.19. BMBC's RoPA does not include the name a.19. BMBC should ensure their RoPA Urgent
documented within the and contact details of the controller, a lawful contains all the information required by
internal record of all basis for processing for all records, or processing | Article 30 of the UK GDPR, and details
processing activities is in carried out by processors. This means BMBC is in | processing undertaken by processors. This
line with the requirements | non-conformance with Article 30 of the UK GDPR | will ensure that BMBC is conforming with
set out in Article 30 of the | - which designates the responsibility for Article 30.
UKGDPR controllers to maintain a RoPA and includes
details on what should be recorded.
The lawful basis and a.20. ICO auditors were advised that the lawful a.20. Implement a central log of lawful bases | Urgent

condition(s) for
processing personal data,
special category data and
data relating to criminal
convictions and offences
has been identified
appropriately, defined and
documented internally.

basis for processing for each activity is
documented in privacy notices, and BMBC does
not maintain a centralised internal log of lawful
bases for processing. In cases where Legal
Obligation is the basis for processing, there is no
central record of what the obligation under law is
for that type of processing. Where Public Task is
the lawful basis for processing, there is no
central record of the task or function, and the
associated law or statute. Where special
category data is processed, there is no central
record of the additional information required to
undertake this processing.

This means there is no assurance that BMBC is
choosing the correct basis for processing, or that
BMBC is processing personal data in compliance

for processing for all processing activities -
including details of any law, statute, or
additional obligation for that processing. This
could be incorporated into the RoPA, the
APD, or in a separate document or record.
This will provide assurance that BMBC is
selecting the right basis for processing and is
compliant with Articles (5)(1)(a) and 5(2) of
the UK GDPR.
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Governance & Accountability

Control

Non-conformity

Recommendation

Priority

with Article 5(1)(a) and 5(2) of the UK GDPR-
personal data should be processed lawfully, fairly
and transparently, and that controllers should be
able to demonstrate their compliance with the
legislation.

There are records of when
and how consent was
obtained from individuals.

a.21. ICO auditors were advised that records for
consent were managed within services, and
there is no oversight by the DPO of how these
are managed or reviewed. There is also currently
no mechanism to prompt a review of consent.
This means that there is no assurance that
records of consent include the correct
information - i.e. who gave consent, when, what
was consented to, how it was given, and that it
is still valid. This creates a risk that BMBC could
be processing personal data in nhon-conformance
with UK GDPR Articles 6(1)(a) and 9(2)(a),
which state that processing of personal data is
only lawful when the data subject has given their
consent for specific purposes.

a.21. BMBC should create a central log and
review schedule of consent records. This will
provide oversight on how records are
managed and reviewed and give assurance
that BMBC is processing personal data in
conformance with UK GDPR Articles 6(1)(a)
and 9(2)(a).

Medium

Consents are regularly
reviewed to check that
the relationship, the
processing and the
purposes have not
changed and there are
processes in place to
refresh consent at
appropriate intervals.

See a.21.

a.22.There is no assurance around consent that
is given verbally as part of a new episode of
care. ICO auditors were informed that there is a
requirement for consent to be recorded, however
there is no assurance that the conversation
takes place. There is a risk that BMBC could be
processing personal data in non-conformance
with UK GDPR Articles 6(1)(a) and 9(2)(a).

See a.21.

a.22. BMBC should consider ways it can
record this type of consent more thoroughly
and accurately, and methods of providing
assurance around these records. This will
ensure that BMBC is processing personal
data in line with UK GDPR Articles 6(1)(a)
and 9(2)(a).

Medium

Where the lawful basis is
Legal Obligation, the
organisation has clearly

See a.20.

See a.20.
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Governance & Accountability

Control Non-conformity Recommendation Priority
documented the
obligation under law for
that type of processing
activity for transparency
purposes.
Where the lawful basis is a.23. ICO auditors were advised that HR a.23. BMBC should undertake an LIA to Urgent
Legitimate Interests, the functions are often carried out using the lawful ensure that the interests of the controller are
organisation has basis of Legitimate Interest, however no formal adequately balanced against the rights and
conducted a legitimate documented Legitimate Interests Assessment freedoms of the data subject.
interests assessment (LIA) has been carried out. This means that
(LIA) and kept a record of | BMBC is processing personal information without
it. properly assessing the balance against the
interests of the controller. BMBC is also in breach
of Article 5(2) of the UK GDPR, the
Accountability principle.
Where the lawful basis is See a.20. See a.20.
Public Task, the
organisations is able to
specify the relevant task,
function or power, and
identify its statutory or
common law basis for
processing.
The organisations privacy | a.24. It was noted while reviewing BMBC's a.24. Consider implementing a pop-up or Medium

information or notice
includes all the
information as required
under Articles 13 & 14 of
the UKGDPR.

privacy information that in order to submit a
contact form - which BMBC directs users to when
they wish to make an individual rights or FOI
request - that allowing all cookies is mandatory
in order to submit the form. By not providing
additional contact details should individuals need
to convey their request in writing, consent for
these cookies does not meet the thresholds set
by the UK GDPR. This extends to cookies across

dashboard that allows users to actively
choose which cookies they consent to.
Provide additional contact details such as
postal address or an email address where
individuals can submit their requests, so that
the online form is not the only way
individuals are able to contact BMBC
regarding a request. This will ensure that
individuals are not forced into accepting
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Governance & Accountability

Control Non-conformity Recommendation Priority
BMBC'’s website, where consent for cookies is cookies they do not want to and means that
assumed rather than active. This is not BMBC will comply with Regulation 6 of PECR.
compliant with Regulation 6 of PECR, which
requires consent for cookies to meet the UK
GDPR threshold - consent should be freely given,
specific, and informed.
The organisation actively a.25. It was reported to ICO auditors that no a.25. Consider introducing a privacy Low
publishes or privacy dashboards were offered to individuals. dashboard, where individuals can manage
communicates privacy This means that individuals are unable to their preferences, and can gain more insight
information to keep their manage their privacy preferences and are not into how their personal data is used - which
service users or fully aware of how their personal data is being will ensure individuals are fully informed of
customers informed on used, meaning they may not be aware of their their rights and how their personal
how their data is rights or how their information is being information is being processed.
collected, processed and / | processed.
or shared.
Privacy information is a.26.A. There is currently no DPO oversight of a.26.A. BMBC should introduce a centralised | Medium
concise, transparent, privacy information, and it is up to individual log of privacy notices, in order to both
intelligible and uses clear | services to create their privacy notice from a maintain a historic log and to provide DPO
and plain language provided template. There is a distinct disparity oversight. This will provide an opportunity
between services as to what information is for the DPO to moderate and standardise
included. The lack of oversight means that they what information is included, ensuring they
are not moderated or standardised, and they meet the full requirements of the UK GDPR.
may fail to meet the requirements of the UK
GDPR. B. Privacy information in other languages
should be available to individuals, to ensure
B. Privacy information is not currently provided that they fully understand how their data is
in other languages. This presents a barrier to being processed.
individuals who are not fluent in English - if they
cannot understand the privacy information, it
has effectively not been provided.
Existing privacy a.27.A. There is no review schedule for privacy a.27.A Introduce a review schedule for High

information is regularly
reviewed and, where

information, so there is a risk that the
information is out of date and individuals are not

privacy information, including reviewing
alongside the RoPA, to ensure that the
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Governance & Accountability

Control Non-conformity Recommendation Priority
necessary, updated being adequately informed of how their personal | information given to individuals is up to date
appropriately. data is being processed. and explains how personal data is being

processed.

B. BMBC does not have a log of historic privacy

notices, meaning there is no assurance around B. See a.26.A.

what privacy information has been provided to

individuals on certain dates. C. BMBC should conduct user testing on its

privacy information, which will ensure that

C. BMBC does not currently conduct user testing | BMBC has assurance that its privacy

on its privacy information. This means BMBC has | information is effective and understood.

no assurance on the effectiveness of the

communication of its privacy information.
Fair processing policies a.28. Fair processing and privacy information is a.28. Fair processing and privacy information | Low
and privacy information not included as part of the basic GDPR training should be incorporated into basic GDPR
are understood by all staff | across BMBC, nor is specialised training provided | training, and specific training should be
and there is periodic to front line staff. If staff are not fully informed provided to front line staff. This will make
training provided to front | and trained, individuals may not be provided sure that the correct information is provided,
line staff whose role with the correct information, risking a breach of | and a breach of the UK GDPR does not
includes the collection of UK GDPR. occur.
personal data on a regular
basis.
Systems, services and a.29.A. It was reported that BMBC do not a.29.A. BMBC should consider what PETs are | Medium

products have data
protection 'built in' by
design.

currently use any privacy-enhancing
technologies (PETs), nor are there specific
system functions that are designed to protect
personal data automatically. BMBC are at risk of
not adequately considering the privacy rights of
individuals and prioritising functionality over
privacy, therefore not meeting the requirements
of Article 25 of the UK GDPR which states that
the controller shall "implement appropriate
technical and organisational measures, such as
pseudonymisation, which are designed to
implement data-protection principles, such as

available to them and how they can
implement PETs within their own systems,
including introducing specific system
functions to automatically protect personal
data. They should also ensure that
individuals have access to tools to find out
how their personal data is being used and
consider what measures can be put in place,
so individuals do not have to take any
specific action to protect it. This will provide
assurance that BMBC are fully considering
the rights of individuals and meeting the
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Governance & Accountability

Control Non-conformity Recommendation Priority
data minimisation, in an effective manner and to | requirements of Article 25 of the UK GDPR.
integrate the necessary safeguards into the
processing in order to meet the requirements of | B. BMBC should ensure that individuals have
this Regulation and protect the rights of data access to tools to find out how their personal
subjects." data is being used and consider what

measures can be put in place, so individuals
B. BMBC does not currently have any tools to do not have to take any specific action to
assist individuals in determining how their protect it. This will provide assurance that
personal data is being used, nor are there any BMBC are fully considering the rights of
demonstrable measures in place to ensure individuals and meeting the requirements of
individuals do not have to take specific action to | Article 25 of the UK GDPR.
protect their privacy. BMBC are at risk of not
adequately considering the privacy rights of
individuals and prioritising functionality over
privacy, therefore not meeting the requirements
of Article 25 of the UK GDPR.
The organisation a.30. There are not currently any policies in a.30. Create a policy or policies documenting | Medium
proactively takes steps to | place regarding data minimisation or when and how data minimisation or
ensure that through the pseudonymisation/anonymisation, and as such pseudonymisation should occur and
lifecycle of the processing | data is not periodically reviewed to consider implement a review schedule to make sure
activities they only whether minimisation or pseudonymisation is that data is reviewed for opportunities to
process, share and store appropriate. By not considering where it can minimise or pseudonymise on a regular
the data they need in reduce the amount of personal data being basis. This will ensure BMBC are compliant
order to provide their processed, BMBC is not compliant with Article with Article 5(b and e) of the UK GDPR.
products or services. 5(b and e) of the UK GDPR - which state that
personal data should be limited to what is
necessary and kept in a form that identifies
individuals for longer than necessary.
Existing policies, a.31. BMBC have been unable to evidence any a.31. BMBC should ensure that DPIA High

processes and procedures
include references to DPIA
requirements

reference to DPIAs within change or project
management policies. If the requirements for a
DPIA are not integrated in the early stages of
planning, there is a likelihood that the
requirement of privacy by design and default will

requirements are detailed in all change or
project management policies. This will
ensure DPIAs are considered in the earliest
stages of a project, and that privacy by
design and default is integrated from the
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Governance & Accountability

Control Non-conformity Recommendation Priority
not be met, and BMBC is at risk of non- start - ensuring they conform with the
conformance with Article 35 of the UK GDPR - requirements of Article 35 of the UK GDPR.
"Where a type of processing in particular using
new technologies, and taking into account the
nature, scope, context and purposes of the
processing, is likely to result in a high risk to the
rights and freedoms of natural persons, the
controller shall, prior to the processing, carry out
an assessment of the impact of the envisaged
processing operations on the protection of
personal data."
The organisation a.32.A. Evidence provided to ICO auditors of a.32.A. BMBC should update their DPIA High
understands the types of BMBC's DPIA template showed that the template | template to incorporate the requirements of
processing that requires a | does not refer to the most current legislation. the UK GDPR. This will ensure that their
DPIA and uses a This means that BMBC's DPIA process is unlikely | process is compliant with the most up-to-
screening checklist to to meet the standards required by the UK GDPR, | date legislation.
identify the need for a and there is a risk that a DPIA is not carried out
DPIA, where necessary. when it should be.
B. BMBC should start documenting the
B. BMBC do not keep records of occasions decision not to undertake a DPIA. This will
where, following completion of the DPIA ensure that reasons are evidenced and
screening checklist, the decision is made not to considered fully, minimising risk of infringing
undertake a full DPIA. This means the rights and | the rights and freedoms of individuals and
freedoms of individuals may not be taken into non-compliance with Article 35 of the UK
account, and there is a risk of hon-compliance GDPR.
with Article 35 of the UK GDPR.
The organisation has a.33. BMBC has been unable to evidence a a.33. Create a documented DPIA policy or High

created and documented
a DPIA process

documented DPIA policy or procedure. The
Privacy Impact Assessment Guidance provided
has not been updated since the introduction of
the UK GDPR and DPA18, and there is a
likelihood that the DPIA process may not
sufficiently meet the requirements of Article 35
or 39 of the UK GDPR.

procedure, updated to include the
requirements of the UK GDPR and DPA18.
This gives assurance that the process meets
the requirements of Articles 35 and 39 of the
UK GDPR.
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Governance & Accountability

Control Non-conformity Recommendation Priority
DPIAs are undertaken a.34. There is minimal oversight of DPIAs by the | a.34. DPIAs should be overseen by the DPO High
before carrying out types | DPO, and there is no set requirement to consult and contain an area to record their advice
of processing likely to them during the DPIA process. There is a risk and recommendations. The DPIA policy or
result in high risk to that Article 35(2) of the UK GDPR - "The procedure should reference the requirement
individuals’ rights and controller shall seek the advice of the data to consult the DPO for advice during the
freedoms and meet the protection officer, where designated, when process. This will ensure that Article 35(2) is
requirements as set out in | carrying out a data protection impact met.
Article 35 of the UKGDPR. | assessment" - is not met.
The organisation acts on a.35. There are no set parameters for when a a.35. The DPIA policy or procedure should High
the outputs of a DPIA to DPIA needs reviewing, and the DPO does not detail when a DPIA needs reviewing, e.g. on
effectively mitigate or have any oversight of DPIA reviews. This creates | an annual basis or when a parameter of
manage any risks a risk of BMBC being in breach of the UK GDPR processing changes. The DPO should have
identified. as they are not sufficiently mitigating the risks of | regular oversight of DPIA reviews to ensure
processing. they are being completed correctly. This will

ensure BMBC is adequately mitigating the

risks of processing in compliance with the UK

GDPR.
The organisation has a.36.A. The Personal Data Breach Reporting a.36.A. BMBC should update their Personal Urgent

implemented appropriate
procedures to ensure
personal data breaches
are detected, reported
and investigated
effectively

Policy and Procedure is out of date, and as such
refers to the DPA98 rather than UK GDPR or
DPA18. There is a significant risk that the policy
does not accurately reflect BMBC's obligations
under the newer legislations, such as the
threshold for reporting a data breach and what
information needs to be included in a report to
the ICO.

B. BMBC does not have specific training in place
to ensure staff recognise a personal data breach
or near miss, so there cannot be assurance that
they are recording, reporting, and preventing
data breaches correctly. This could result in a
breach of Article 33 of the UK GDPR, which says
"in the case of a personal data breach, the

Data Breach Reporting Policy and Procedure
to include the UK GDPR and DPA18, and the
obligations they place on controllers
regarding personal data breaches. This will
ensure that BMBC has a clear, consistent
approach to data breaches and can fulfil
their obligations under Article 33 and 34 of
the UK GDPR.

B. Formulate a specific training module
around data breaches and near misses. By
ensuring staff have appropriate training
around recognising, reporting, and
preventing data breaches, BMBC will have
ongoing assurance that they are maintaining
compliance with Articles 33 and 34 of the UK
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Governance & Accountability

Control

Non-conformity

Recommendation

Priority

controller shall without undue delay and, where
feasible, not later than 72 hours after having
become aware of it, notify the personal data
breach to the supervisory authority", and/or
Article 34 of the UK GDPR - "When the personal
data breach is likely to result in a high risk to the
rights and freedoms of natural persons, the
controller shall communicate the personal data
breach to the data subject without undue delay."

C. BMBC's Personal Data Breach Log does not
include near misses at present, nor does it
include details on the effects of the breach or
any remedial action taken. The absence of
specific training or a documented procedure
means near misses are unlikely to be recognised
and reported. This means BMBC is unable to
ensure that they are adequately documenting
data breaches. Where specific details such as
effects or remedial action are not included, it
means that BMBC are unable to carry out any
analysis on individual incidents or trend analysis
more broadly. As such, measures cannot be
taken to prevent the same incident recurring, or
to identify and remedy themes or trends.

GPDR.

C. Create an area for recording near misses,
effects of the breach, and remedial action
taken on the Personal Data Breach Log. This
will ensure that BMBC are recording
breaches and near misses appropriately and
can conduct analysis on both an individual
and broad scale to inform mitigating and
remedial actions.

There are mechanisms in
place to assess and then
report relevant breaches
to the ICO (within the
statutory timeframe)
where the individual is
likely to suffer some form
of damage e.g. through

a.37.A BMBC does not have a formal,
documented process in place for considering
whether to report a data breach to the ICO,
meaning there is a risk the correct decision may
not be made. If BMBC fails to report a breach
that should have been reported, it would be in
breach of Article 33 of the UK GDPR.

a.37.A. See b.31.

B. BMBC should update their Personal Data
Breach Log to include an area for recording
whether a breach has been reported and
details of the decision-making process. This
would ensure that they are in compliance
with Article 33(5) of the UK GDPR.

High
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Control

Non-conformity

Recommendation

Priority

identity theft or
confidentiality breach.

B. BMBC's Personal Data Breach Log does not
include an area to record if a breach has been
reported and the reasoning behind the decision.
This means that in the event the breach was
required to be reported, BMBC is unable to
evidence the reasoning for the decision to not
report. This means BMBC could breach Article
33(5) of the UK GDPR, which states "The
controller shall document any personal data
breaches, comprising the facts relating to the
personal data breach, its effects and the
remedial action taken. That documentation shall
enable the supervisory authority to verify
compliance with this Article."

There are mechanisms in
place to notify affected
individuals where the
breach is likely to result in
a high risk to their rights
and freedoms

a.38.A. BMBC does not have a formal,
documented process in place to inform affected
individuals about a data breach that is likely to
result in high risk to their rights or freedoms.
This means that BMBC may fail to properly notify
an individual, resulting in a breach of Article
34(1) of the UK GDPR.

B. There is no oversight by the DPO of responses
to individuals involved in a data breach, meaning
there is little assurance that the response is
compliant with Article 34(2) of the UK GDPR,
which states that "The communication to the
data subject...shall describe in clear and plain
language the nature of the personal data breach
and contain at least the information and
measures referred to in points (b), (c) and (d) of
Article 33(3)".

a.38.A. Create a formal process for
responding to individuals involved in a data
breach, including when individuals need to
be notified and what information needs to be
incorporated in the communication to them.
This will ensure that BMBC can demonstrate
its compliance with Article 34 of the UK
GDPR.

B. Include the requirement to have sign-off
from the DPO before sending out a
notification to an individual. Alternatively,
consider creating a standard template for
notifying individuals that is DPO-approved,
to ensure that the correct information is
included and BMBC is complying with its
obligations under Article 34 of the UK GDPR.

High
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Control

Non-conformity

Recommendation

Priority

There is an Information
Security Policy in place,
which is approved by
management, published,
communicated to
employees and subject to
regular review.

b.1. There is an Information Security (IS)
Policy in place which covers the main expected
topics. However there is a lack of version
control or summary table. It was not clear
when this policy was last reviewed. Key
elements of the policy are communicated to
staff via the Personal Commitment Statement
which they must confirm they have read and
understood.

If policies are not version controlled and
regularly reviewed there is a risk that policies
may not reflect current practice, latest sector
guidance or legal guidance. Lack of evidence
and review means that BMBC cannot
demonstrate that it is acting in line with its
legal responsibilities under UK GDPR Article
5.2 ('Accountability Principle') and UK GDPR
Article 24.1 which says that controllers should
have appropriate technical and organisational
measures in place and that these should be
'reviewed and updated where necessary'.

b.1.Ensure that all policies have version
control and summary tables in place to record
details such as owner, date of review and
updates to the policy. This will help BMBC
meet its obligations under UK GDPR Articles
5.2 and 24.1. See also a.7.

High

Information security is
incorporated within a
formal training programme

b.2. There is mandatory GDPR elLearning in
place for all staff. The training includes key
elements of IS and has a quiz at the end with
a set minimum pass rate of 80%. The training
was designed by the Association of Greater
Manchester Authorities in 2018. It is not clear
whether the content has been reviewed or
updated since.

b.2. The content of the GDPR training should
be reviewed and where necessary updated or
if this isn't possible additional training should
be rolled out to staff to cover any gaps in the
GDPR module. When reviewing eLearning
content, consideration should be given to the
latest threat, sector guidance and trend
analysis of the BMBC data breach log to
understand which key topics should be
covered. The National Cyber Security Centre
has produced some training for Cyber Security
which may be useful to gain an understanding

Medium
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Information Security

Control Non-conformity Recommendation Priority
of which key topics should be covered for
cyber threats. See NCSC Cyber Security
Training.
Lead responsibility for the b.3. Staff interviewed demonstrated an b.3. Review the IS Policy to ensure all staff Medium

strategic direction and
oversight of IS has been
assigned to an executive
board member (e.g. Chief
Information Officer or IT
Director).

understanding of their roles and
responsibilities. However, this wasn't always
clearly recorded within key documentation.

Overall IG responsibilities have been
documented in the IG Framework. However,
not all roles with responsibilities specific to IS
have been documented in IS Policy. For
example the Chief Information Officer (CIO),
the Senior Information Risk Owner (SIRO) and
the Data Protection Officer (DPO).

Some roles with operational responsibilities
have been documented within the IS Policy,
however there is no reference to the role of
Buildings/ Facilities Management, the
Operations Safety & Resilience Manager,
Information Asset Owners (IAOs) and
Information Asset Administrators (IAAs).

If roles are not correctly documented and
understood by key staff, there is the risk of
responsibility drift and a lack of long term
strategic focus and direction. This could lead
to a lack of a central compliance culture
across the council and ultimately non-
compliance with IG legislation.

with strategic and operational responsibilities
for IS are included. Alternatively the roles and
responsibilities within the IG Framework could
be expanded to include clear IS roles and
responsibilities. The IS Policy could then refer
back to the IG Framework for further detail.
See also a.7.

Operational responsibility
has been assigned for the
development and the

See b.3.

see b.3.
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Information Security

Control Non-conformity Recommendation Priority
implementation of
information security within
the organisation.
A steering group meets b.4.A. There are several groups which b.4. A. BMBC should consider either adding Medium

regularly to mandate, and
monitor IS improvements.

consider IG and IS matters. There is an IG
Group which is chaired by the SIRO and
attended by the DPO and CIO. The SIRO has
responsibilities for Core Corporate Services
and has good oversight of these areas. The
Caldicott Guardians for Children's Services and
Adult Services also attend. It is possible other
service areas may not have the same input or
be able to feedback to the same extent on IG
matters. If services are not able to feedback
on these issues, there is a risk BMBC will lack
central oversight of issues and risks across the
organisation. There is also a risk that service
areas may take divergent or non standardised
approaches to promoting IG policies and
compliance.

B. There is also the IT & Digital Weekly
Operations Board which is attended by key IT
staff including the Head of ICT and the
Information Security Manager and the ICT
Unit Management Team which meets monthly
and is attended by key staff from operational
areas. The IS Policy appears to be outdated
and refers to an ICT Security Working Party.

C. There appears to be no documented or
oversight link between the IT Governance
groups and the IG Group. However the CIO
who has responsibility for IT security does sit

representatives from other key services areas
to the IG Group or creating an IG Steering
Group which sits under and reports into the IG
Group with key representatives from all
services areas of the Council. This will help to
ensure that overview of IG risks is more
rounded and help to embed a more centralised
version of compliance across the council.

B. Update the IS Policy to refer to the IT &
Digital Weekly Operations Board and the ICT
Unit Management Team Meetings

C. Ensure that either the minutes from the IT
& Digital Weekly Operations Board and the ICT
Unit Management Team Meetings are made
available to members of the IG Group or the
CIO should consider giving a summarised
update of key issues/ concerns from these
groups at each IG Group meeting. This will
ensure a connection between IG and ICT
security is maintained and fully documented.

D. BMBC should ensure that IAOs and IAAs
carry out periodic checks on the security of
personal data once staff are allowed to work
on a more regular basis within the Council
buildings. The checks could include security
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Information Security

Control Non-conformity Recommendation Priority
on the IG Group. If there is no clear walk arounds to check storage areas are
governance link between these groups, then locked, that desks are clear, and screen are
there is a risk of a disconnected approach to locked when staff are away from desks and
governance and oversight of IG and ICT that documents are not left lying around at
security issues. This could lead to duality or printers or in other areas. Results should be
divergence in how compliance with IS should recorded and feedback back to staff involved
be managed. and the IG Group.

D. It wasn't clear to what extent physical
security of personal data was considered by
these groups as a standing agenda item. It is
likely that physical security will be discussed
as a side product of records management and
compliance with information security
standards such as PSN and the Data Security
& Protection Assessment Toolkit. Security walk
arounds were carried out as part of the GDPR
internal audit. However, there is no regular
reporting around standard information
security compliance checks.

There are appropriate b.5. It was reported that Remote Working and | b.5. Update the Remote Working Policy to Medium

security controls in place
for home or remote
working.

Home Working requirements were assessed as
part of the Covid - 19 contingency plans
asking staff to work from home. The Remote
Working Policy says it was last reviewed in
2013. It was not clear when the Individual
Homeworking Policy was last reviewed or
updated as it didn't include version control or
a summary table. If version control
information is not updated BMBC will not be
able to evidence that it has reviewed its
technical and organisational measures to
ensure they remain adequate and in line with
UK GDPR Article 24.1.

include up to date version control information
and the date of review. The Individual
Homeworking Policy should be updated to
include version control and a summary table
to detail any reviews of updates. This will help
BMBC to evidence its reviews of these security
arrangements.
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Information Security

Control Non-conformity Recommendation Priority
Hardware and software b.6.ICO auditors were provided with evidence | b.6. Review and update the IS Policy to Low
assets have been of centralised asset management for hardware | ensure that it reflects current practice with
identified, documented and | & devices, servers and applications. The IS regards to the management of IT hardware
classified; and appropriate | Policy references asset registers held by a and software assets.
protection responsibilities nominated officer in each service area. It
have been defined. wasn't clear to what extent service areas

would hold and manage local hardware
registers now that the most staff have an
assighed a Multimedia Device (laptop or
tablet) via IT and a log of these is maintained
on Support Works by the Service Desk.
Hardware and software b.7. There is no formally documented risk b.7. Create and document a risk assessment Medium

asset registers/inventories
are subject to periodic risk
assessment

assessment methodology within the IS Policy
around assessment of risks to hardware and
software assets. The Applications Inventory
includes a risk status based on the importance
of the application to core services. However,
there doesn't seem to have been a risk
assessment documented for IT hardware and
server assets.

If risks to assets which store or process
personal data have not been assessed this
may be in breach of UK GDPR Article 5.1.(f)
'Integrity and confidentiality principle'. Also
UK GDPR Article 32.1 says there should be a
process for regularly testing, assessing and
evaluating the effectiveness of technical and
organisational measures. It is also important
to review these measures as the context of
the organisation changes, the risks applied to
different assets may alter in severity or

likelihood, and controls may become outdated.

methodology within the IS Policy for assessing
IT hardware (including servers) and software
assets. Assessments could include the owner
of the asset, location, a risk assessment based
on the criticality of the asset to the
organisation, security category and estimated
value, any key threats and vulnerabilities,
likelihood and impact, existing controls and
gap analysis. A generic assessment may be
applicable for some assets and should be
referenced. These risk assessments should be
revisited periodically to check whether the
threat status has changed.
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Information Security

Control Non-conformity Recommendation Priority
There are procedures in b.8. Evidence was provided to ICO auditors on | b.8. Update the IS Policy to include details of Low
place to ensure all the return of IT hardware/ assets when a the process for allocation and return of IT
employees (permanent and | member of staff leaves BMBC. However, the assets.
temporary staff) and third IS Policy doesn't document the process. If
party users return all processes aren't adequately documented,
hardware assets upon there is a risk that BMBC cannot demonstrate
termination of their it has appropriate polices in place for the
employment, contract or management of its devices/hardware. There is
agreement. also the risk that different staff or service
areas may diverge from the expected
processes to varying degrees.
There is a documented b.9. It was reported that BMBC may not keep b.9.Ensure that an updated list of all USB Low
governance structure an up to date list of all USB sticks. It is felt the | sticks provided by the BMBC is maintained.
surrounding the use of risk is low due to the devices being encrypted.
removable media.
Whilst the risk of data breaches may be lower
through the use of encrypted devices, a list
should be maintained for audit/evidence
purposes. It will also help BMBC to know
which USB stick devices are in use and who
has access to these. Without an up to date list
BMBC may be a risk of not being able to
evidence control of these devices.
Media containing b.10. There are documented rules in place b10. Document a formal risk assessment Low

information is protected
against unauthorised
access, misuse or
corruption during
transportation.

around the transportation of data via
removable media within the IS Policy, the
Personal Commitment Statement and the
Records Management Policy. However, no
formal risk assessment has been documented
around how data should be safely transported.
It was reported that staff do assess the risks,
but this was on an ad hoc and informal basis.

If risk assessments are not clearly

around methods of transporting removable
media. These assessments should be
periodically reviewed.
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Information Security

Control Non-conformity Recommendation Priority
documented and reviewed periodically there is
a risk that BMBC may not be able to evidence
that sufficient consideration was given to the
risks involved in transportation of certain
times of removable media in compliance with
UK GDPR Article 32.1 which says that
measures in place should be assessed and
reviewed to ensure they remain sufficient.
There are endpoint (port) b.11.There are currently no endpoint controls b.11. BMBC should consider adopting Group High
controls in place to prevent | in place to prevent unauthorised use of Policy controls to manage access to endpoint
unauthorised use of removable media. If there is no endpoint devices. This will allow BMBC to select which
removeable media or the control, the organisation risks that personal devices are able to use endpoints/ ports.
upload or download of data may be removed from its systems or
unauthorised information. systems may be compromised. It may also be
in breach of UK GDPR Articles 24 and 32
which says that appropriate technical and
organisational measures should be in place.
Removeable media is b.12.Devices and hardware are securely b.12.Ensure that a receipt of certificate of Medium
disposed of securely when | disposed of. However, BMBC don’t receive a destruction is obtained from the third party
no longer required, using certificate of destruction from their third party | disposal service provider. This should record
formal procedures. disposal service provider. This means that the date, either list or provide detail of the
BMBC is unable to evidence secure destruction | weight or number of devices taken, method of
of hardware and devices or be able trace destruction and date of destruction. This is
destruction for audit and investigation normally signed off by an appropriate person
purposes. from the supplier. BMBC should keep the
receipt or destruction certificate for audit
purposes. Certificates or receipts can be
disposed of in line with the corporate retention
schedule.
Appropriate background b.13.The requirements for some staff roles to b.13. Ensure requirements around security Low

checks are carried out on
personnel (employees,
contractors, and third-
party users) if required for

undertake security clearance checks prior to
commencement of employment is not
referenced within the ICT Access Control
Policy or Records Management Policy.

clearance checks for certain staff roles and
access to certain systems is reflected in the
Access Control Policy and Records
Management Policy.
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Control

Non-conformity

Recommendation

Priority

their duties and
responsibilities.

The practice of undertaking security checks on
some staff roles should be referenced within
key IS policies to evidence that consideration
has been given to these requirements in line
with UK GDPR Articles 5.1.(f) ' Integrity and
confidentiality principle' and 32 'Security of
processing'.

The allocation and use of
privileged access rights is
restricted and controlled.

b.14.Interviewees described that the process
for allocation of and removal of privileged
access rights. However, the ICT Access Policy
doesn't reference this process. It also isn't
clear whether service areas have a
documented process for management of
privilege access rights for their service specific
applications.

Without a formally documented process, there
is the risk that access rights will be granted in
an inconsistent or incorrect fashion, and that
poor records will be kept.

b.14. Ensure that a documented process is in
place around the granting and removal of
privileged access rights for both central IT
systems and applications managed at service
level.

Medium

User access rights are
reviewed at regular
intervals

b.15. No formal regular reviews of user access
rights have been carried out. System owners
may request sight of users with access to
systems on an ad hoc basis. If users change
role and retain all their previous rights, they
may keep access to personal data which is no
longer relevant to their job role. Retention of
key system access rights should be caught
partially by the internal movers process which
is managed by the IT Service Desk. However
this may not capture access rights to service

b.15. BMBC should carry out regular sample
checks of staff access rights on key systems
to check that staff have the correct access
based on their role. The results of any checks
should be recorded and reported back to the
relevant service area and governance groups.
This will help to provide assurance that access
management processes are working as
expected.

Medium
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Control

Non-conformity

Recommendation

Priority

specific applications. Further, if the context of
a role has changed, those staff may no longer
require the same level of access previously
needed. This may lead to a breach of UK
GDPR Article 5.1(f)'Integrity and
confidentiality' principle.

Access rights are restricted
or removed in a timely
fashion for all staff

b.16.Interviewees were able to describe how
movers and leavers access rights were
granted, altered or removed. However, no
formally documented IT movers and leavers
process was provided as evidence.

If processes are not formally documented
there is a risk that BMBC cannot demonstrate
that it has appropriate technical and
organisational controls in place to govern
access to systems which hold and process
personal data. There is also the possibility that
practices may diverge between expected
practice and reality and may be applied
differently between service areas.

b.16.Document the movers and leavers
process for altering and removing access
rights to systems and applications.

Medium

Access rights are adjusted
upon a change of
assignment/role

see b.16.

see b.16.

Secure areas (areas that
contain either sensitive or
critical information) are
protected by appropriate
entry controls to ensure
that only authorised
personnel are allowed
access.

b.17. All staff are provided with electronic card
passes to access non public areas of the main
council buildings and workspaces. Further
security such as fobs and pin code access are
required to access more sensitive areas. The
IS Policy contains some details around
physical security and access controls.
However, these seem to be focused on access
to the Computer Suite rather than general
building access controls. UK GDPR Article 5.2

b.17. Either expand on physical access
controls for buildings within the IS Policy or
create a separate physical access policy which
sets out all the access controls measures in
place around BMBC's offices and buildings
where personal data or It systems may be
accessed.

Medium
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Control Non-conformity Recommendation Priority
requires the controller to evidence compliance
with the principles set out in Article 5.1(f)
Integrity and confidentiality Principle. As the
IS Policy doesn't clearly document these
requirements BMBC are at risk of non
compliance.
Regular risk assessments b.18.A. In the past, the SIRO has carried out | b.18.A. Whilst we recognise most staff are Medium
and testing are undertaken | an ad hoc security walk-around and clear currently working from home, once staff
to provide assurances that | screen and desk check within the Town Hall. return to working in BMBC's buildings, an
effective physical security Internal Audit also conducted an after hours improved schedule of regular security checks
controls are in place walk around to check on security of devices to include those at service level should be
and information in Town Hall and 3 Knowsley created, carried out, results documented and
Place. There was no evidence that IAOs and should also include checks done at service
IAAs were undertaking similar periodic checks | level by IAOs or IAAs. Other tests could also
at service level. include testing of tailgating and whether staff
ask for ID for an unknown person. Results
B. No evidence of formal risk assessments should be recorded and reported back to
around physical security of IT equipment and relevant staff and the IG Group.
information storage areas has been provided.
The majority of staff are currently B. A formal risk assessment should be
homeworking. documented for all key BMBC buildings and
should include what security measures are in
Regular risk assessment and security testing place and provide a gap analysis for any risks
should be undertaken and reviewed to ensure | which have not been mitigated. This should be
that effective physical security controls are in reviewed on a periodic basis or when changes
place. UK GDPR Article 32 states that security | occur to the layout or the use within the
measures should be reviewed to test their building.
effectiveness.
Granting of entry / access b.19.A. It was reported that a record of all b.19. A & B. Document a procedure around High

rights is controlled, and
those rights are reviewed
on a regular basis to
ensure that only

staff with access to BMBC buildings via the
electronic card is maintained. It was not clear
whether access rights are ever reviewed or
audited.

the granting and revoking of physical access
to BMBC offices and buildings. A regular
sample check should be conducted to ensure
that staff have the correct access permissions.
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authorised personnel are
allowed access

B. There is some information around buildings
security which is available to staff on the
intranet. This is more in the form of guidance
to staff on how to apply for an access card
rather than a formal Physical Access Policy.

If Physical Access Controls have not been
formally been documented there is a risk that
BMBC cannot demonstrate it have effective
organisational controls and measures in place
around the protection and security of personal
data. If physical access rights and processes
are not reviewed on a regular basis there is no
reassurance that access to restricted
information is not retained by staff who should
no longer have access to it.

Manual records are stored
securely and access to
them is controlled.

b.20. It was reported that some staff in the
Town Hall may not have access to a key safe.
Keys were hidden away within a container
within a drawer.

If keys are not stored safely and securely
there is a risk that they could be lost or stolen
and access to information impeded or
accessed without authorisation.

b20.Consider installing key safes for all key
office areas. This will allow central and safe
storage of keys to lockers and secure storage
areas.

Medium

A clear desk policy is in
operation across the
organisation where

personal data is processed.

b.21.There are clear desk and screen
requirements in place. However no regular for
checks are carried out.

see b.18.A.

There is a 'clear screen'
policy in operation across
the organisation where

personal data is processed.

See b.21.

b.22.The IS Policy says that screens auto lock
after 30 minutes of inactivity. This means that

See b.21.

b.22.BMBC should explore the possibility of
ensuring auto screen lock is engaged after a

Medium
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Control Non-conformity Recommendation Priority
if someone forgets to lock their screen and shorter period of inactivity. This will help to
leaves their desk there is a risk that someone | reduce the risk of authorised access to staff
main gain unauthorised access to the staff members' devices, emails and applications.
members' laptop, emails and applications.
There are records showing | see b.12. see b.12.
secure disposal of
equipment (e.g.
destruction logs and
certificates)
Logging and monitoring is b.23. There is no event logging policy in place. | b.23.Include a policy covering event logging Low
in place to record events The need for event logging is only briefly within the IS Policy. This should set out what
and generate evidence. referenced within the IS Policy. This means elements should be logged at a minimum and
BMBC hasn't set out its formal approach to how these logs should be stored and when
event logging and its responsibilities in line they should be consulted.
with UK GDPR Article 32. Policies help to
evidence compliance with the legislation.
The organisation has an b.24. The Software Applications Register b.24.BMBC need to keep an up to date list of | Medium
awareness of the lifespan doesn't record whether applications are any applications near end of life status so it is
of current operating approaching end of life status. Systems which | aware of any threats or issues this may pose
systems and software and are outside of their support lifespan are and take appropriate measures to mitigate
has taken appropriate vulnerable to cyberattack, as they are no this risk.
measures to mitigate any longer updated when new vulnerabilities are
risks discovered.
Networks undergo regular b.25. It was reported that any vulnerabilities b.25.Document how any vulnerabilities Low
vulnerability scanning detected via Nessus, McAfee and OCS would detected are managed, risk assessed and
be discussed at IMT and the IT & Digital mitigated. This should be included in the IS
Operations Board meetings. However there is | Policy.
no documented process explaining how
vulnerabilities detected are managed and risk
assessed.
If procedures are not documented, then BMBC
may not be able to evidence how it manages
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Control Non-conformity Recommendation Priority
security threats in line with its responsibilities
under UK GDPR Article 32.
Patch management b.26. ICO auditors have seen evidence of b.26. Document BMBC's approach to patch Low
practices are established patch management processes. However this management within the IS Policy.
and effective has not been documented in the IS policy.
Patch management processes should be
documented for evidential purposes to
demonstrate that BMBC has given
consideration to its compliance responsibilities
under UK GDPR Article 32.
The installation of new See b.27. see b.27. 0
software is controlled, and
risk assessed
DPIAs have been carried b.27.A. A copy of the Standard Procurement b.27.A. BMBC should expand their Pre Medium

out to understand and
mitigate risks prior to IT
suppliers being granted
access to the
organisation's assets

Pre Qualification Questionnaire was provided.
It contained some standard security
questions, particularly around previous
experience. However the questions could have
been expanded on to check basic UK GDPR
and information security requirements. Checks
should be made to ensure that risks
associated with IT suppliers have been
foreseen and controlled.

B. A copy of the Privacy Impact Assessment
(PIA) Guidance was provided. This appears to
be outdated and refers to the DPA 98. The
guidance doesn't reference the fact that the
ICO need to be notified where risks cannot be
mitigated. A PIA form was provided alongside

Qualification Questionnaire to include more
questions around GDPR and IS compliance.
For example check if suppliers adhere to any
recognised standards, For example ISO27001.
BMBC could also ask for copies of DP Policies
and IS Policies for details of what security
measures suppliers have in place and what IG
training staff have received. This should help
to provide a baseline check of the suppliers
security measures. More detailed and tailored
questions should be asked where the
processing may involve special category data,
large amounts of personal data or where the
type of processing may produce risks to
security, rights and freedoms of individuals.

B. See a.32.A & a.33. and a.34. Ensure there
is an area of the form to also record guidance
from IT where appropriate. See our guidance
on DPIAs
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Information Security

Control Non-conformity Recommendation Priority
the guidance. The form doesn't seem include
an area to record DPO and IT staff comments.
If the DPIA doesn't meet the requirements set
out under UK GDPR Article 35 then BMBC is at
risk of non compliance.
Contracts and agreements | b.28. The iTrent Contract was submitted as b.28.Gain assurance from the supplier that it High
are in place with IT evidence to ICO auditors. The contract is will notify BMBC within a reasonable
suppliers, and include governed under the G-Cloud framework. timeframe of any information security
relevant information However, there didn't seem to be any breached or personal data breaches. All
security requirements reference in the contract to reporting of breaches should be notified to a nominated
information security or personal data person.
breaches.
If information security and personal data
breach reporting processes are not clearly
outlined in the contract there is a risk that
breaches may not be reported within statuary
timescales. This may lead to non compliance
with UK GDPR Article 33.
There are processes in b.29.The Personal Data Breach Reporting b.29. Update the Personal Data Breach Medium
place to ensure that Guidance doesn't reference how personal data | Reporting Guidance document to include
information security breaches should be investigated, escalated reference to how personal data breaches are
incidents are internally and risk assessed. No risk scoring matrix has investigated, risk assessed and escalated. A
reported, assessed, been included in the guidance. If there are no | risk matrix should be included to explain how
classified, recorded, and clear processes in place, the organisation may | risks should be measured.
analysed as quickly as not effectively respond to incidents, creating
possible greater risks to personal data in the process.
There is an incident log in b.30.The data breach log doesn't include any b.30. BMBC should record the information Medium

place to capture all
reported incidents and
near misses

details of a risk assessment of the incidents,
categorisation of incidents or lessons learned
and whether the ICO and individuals have
been notified.

This means BMBC may not be able to pull

detailed opposite and carry out trend analysis
reports. Reports should be provided to the IG
Group. See also a.37. b.
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Control Non-conformity Recommendation Priority
trend analysis and compliance information
around its performance on personal data
breach reporting process and incidents.
There are processes in b.31. There is nothing referenced within the b.31. Update the Personal Data Breach High
place to ensure incidents Personal Data Breach Reporting Guidance Reporting Guidance document to refer to the
are reported to the ICO as | around when BMBC are required to report fact that the ICO needs to be notified within
appropriate and within the | incidents to the ICO and what information 72 hours of BMBC becoming aware of an
required statutory needs to be provided. If the process is not incident and where the breach is likely to
timeframes (72 hrs) under | clearly documented BMBC may not report result in a risk to the rights and freedoms of
the UKGDPR incidents when required and may be at risk of | individuals. It should also set out the
non compliance with UK GDPR Article 33. information that needs to be provided to the
ICO as part of the notification process (see UK
GDPR Article 33.3)
There are mechanisms in b.32. Some guidance is provided within the b.32.Update the Personal Data Breach Medium

place to notify affected
individuals where the
breach is likely to result in
a high risk to their rights
and freedoms

Personal Data Breach Reporting Guidance
about notifying individuals of a personal data
breach. However, there is no reference to the
threshold under UK GDPR Article 34.1 which
says that if a personal data breach is likely to
result in a high risk to the rights and freedoms
of individuals then they should be notified. If
this requirement isn't documented, then BMBC
is at risk of not complying with this
requirement as staff may not realise when
individuals have to be notified (and when it is
not just discretionary).

Reporting Guidance document to include
reference to the need to notify individuals
when the risk is likely to result in a high risk
to the rights and freedoms of the individual.
See also a38.A.
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Freedom of Information

Control measure Non-conformity Recommendation Priority
Policies and procedures are | c.1.A. Whilst FOI policies and procedures are c.1.A. BMBC should review and update its Medium
in place which explain the in place the documents are out of date and current policy and procedure documents for
organisation's approach to, | need updating to reflect current BMBC FOI so as to provide an accurate and cohesive
and responsibilities for, FOI | practice. range of documents for staff use.
and EIR regulations

B. Not all policy and procedure documents B. BMBC should apply comprehensive
have owners and are not adequately document controls to its published policies and
controlled. This may lead to staff following procedures and then review those documents
incorrect or using out of date policies and on a regular basis.
procedures.
Policies and procedures are | c.2. No explicit provision has been made to c.2. BMBC should make provision to ensure Medium
easily accessible by staff make policies and procedures easily accessible | staff who do not use computers are aware of
to staff who do not use computers. This may how they can access FOI procedures.
result in them taking non-compliant actions on | Managers should make staff aware they can
behalf of BMBC. request a hard copy or can make provision for
them to use the BMBC intranet.
The organisation ensures c.3. Whilst updates to policies and procedures | c.3. BMBC should gain assurance that staff Medium
that staff are informed of are cascaded by managers, there is no have understood FOI/EIR updates to policies
any changes to policies assurance that staff have read and understood | and procedures and will be able carry out their
and procedures regarding them. This means that staff, particularly those | role in line with internal or statutory
FOI/EIR regulations who process requests in different delivery requirements.
service areas may not be following current
guidance and risk non-compliance with
FOI/EIR legislation.
There are procedures c.4. The BMBC website only details using the | c.5. BMBC should review the web page to High

publicly available to direct
individuals in how to
request information under
FOI / EIR.

online form or writing to the council to make
an FOI request. This published guidance could
prevent a request being made and lead to
complaints being raised. Requestors may
prefer to use email or other electronic means
and could see this as potentially restricting
their rights.

take into account current ICO guidance and
the Section 45 Code of Practice for access to
ensure that they maintain compliance with the
legislation and can be seen to be acting in line
with current guidance.
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Freedom of Information

Control measure Non-conformity Recommendation Priority
The organisation maintains | c.5. BMBC has an FOI Case Management c.5. When evaluating an upgrade or Low
a documented record of System (CMS) which is effective in managing replacement for the current CMS BMBC should
their receipt and handling and monitoring the statutory timescales for consider adding functions to enable trends to
of requests requests but has no functionality to easily be easily identified for quality monitoring
report on exemptions used, refusals etc. This purposes as an aid to maintaining compliance.
prevents the council form carrying out any
trend analysis on requests for quality
monitoring purposes.
There are mechanisms to See c.5. See c.5.
monitor the quality of
responses to requests
Exemptions/Exceptions €.6. There is no universal formal training c.6. BMBC should formalise a training High
should be applied on a programme for staff with responsibility for programme for all staff with responsibility for
case-by-case basis, by dealing with FOI and EIR requests for handling FOI/EIR requests. The training
appropriately trained staff, | information. If staff do not have the necessary | should be recorded within the staff training
with no evidence of the use | skills to handle tasks such as applying system. Regular refresher training should also
of blanket exemptions and redactions, BMBC may find be implemented, which again should be
exemptions/exceptions. itself acting without compliance, and/or recorded to give assurance.
responding to requests in an inconsistent
manner. In addition this training should be
regularly refreshed to ensure the quality of
responses continue to maintain compliance.
There is evidence of an c.7. There is no program of sampling of c.7. BMBC should instigate a sampling Medium

oversight or approval
process for the use of
exemptions/exceptions.

completed requests for the purposes of quality
monitoring. This prevents BMBC form having
any oversight as to where issues in FOI
compliance may be developing.

programme for FOI responses in order to
ensure a consistent quality of response and to
maintain compliance.

Redactions should be
applied on a case-by-case
basis, by appropriately
trained staff, and records
should be maintained of
what has been redacted.

See c.6.

See c.6.

Bury Metropolitan Council - ICO Data Protection Audit Report — July 2021 Page 42 of 49

L]
lc o L J
Information Commi

missianer’s Office

99 abed



Freedom of Information

Control measure

Non-conformity

Recommendation

Priority

There is evidence of an
oversight or approval
process for the use of
redactions.

See c.”.

See c.7.

There is an induction
training programme, with
input from Information
Governance or equivalent,
which includes general
training on how FOI/EIR
applies to the organisation,
what they currently do to
comply, and how to
recognise an FOI/EIR
request.

c.8. By combining FOI and DP training into
one module staff appear unsure as whether
they have received training in FOI. This may
cause confusion for staff when working with
the legislation(s) that in turn could lead to
non-compliance in either DP or FOI.

c.8. To ensure staff can clearly differentiate
the requirements of both types of legislation
the FOI training should be developed into its
own mandatory eLearning module. This FOI
module should be mandatory and refreshed
annually in line with the DP training.

High

Staff receive refresher
training in the
requirements of FOI/EIR,
including, where
appropriate, updates from
the relevant decisions of
the ICO and the
Information Tribunal.

See c.8.

See c.8.

There is specific training
for staff with responsibility
for handling requests for
information, on FOI, EIR
and Codes of Practice.

€.9. There is no universal specialised formal
training programme for staff with
responsibility for handling requests for
information, on FOI, EIR and Codes of
Practice. If staff do not have the necessary
skills to handle specialist tasks, BMBC may
find itself acting without compliance, and/or
responding to requests in an inconsistent
manner. In addition there is no formal periodic
refresher training for these staff, this

c.9. BMBC should formalise a specialist
training programme for all staff with
responsibility for handling FOI/EIR requests.
The training should be recorded within the
staff training system and refreshed on a
regular basis to give continued assurance.

High
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Freedom of Information

reminders of how to
recognise FOI/EIR requests

communication methods such as newsletters
or reminder emails to remind all staff of how
to recognise and react to FOI/EIR requests. If
staff do not recognise requests, they may not
inform the contact centre the request has
been submitted, which may prevent it being
responded to within the statutory timescale.

periodic communications to remind staff of
how to recognise and respond to FOI/EIR
requests.

Control measure Non-conformity Recommendation Priority
potentially could lead to responses that are
non-compliant.
Staff receive regular c.10. BMBC does not use periodic c.10. BMBC should undertake a programme of | Medium
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Observations

The tables below list observations made by ICO auditors during the course of the audit along with suggestions to
assist BMBC with possible changes.

Governance & Accountability

Control

Observation

Privacy information is
concise, transparent,
intelligible and uses clear
and plain language

The Assistant Director for Children's Care and Safeguarding highlighted that his directorate were planning
ahead and considering working alongside SEND provision parent groups around privacy information. They
currently work with these group to coproduce policies and procedures, which has been effective, and this
could be an opportunity to ensure privacy information is accessible and useful.

Information Security

Control

Observation

Good information security
practices are promoted across
the organisation.

There is no formal information governance (IG) communication plan in place. A communication plan will
help coordinate and focus on key IG topics and reminders to be rolled out across the year.

There is a policy that
documents the process and
supports the security measures
the organisation uses to
manage the risks introduced by
using mobile devices.

To add an additional layer of compliance, BMBC could consider asking staff to check and state that they
have certain security requirements before being allowed to work from home (once normal working
practices resume). This could cover for example checks that Wi-Fi passwords have been reset, that
certain security standards are in place regarding locks on doors and windows.
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There are procedures in place
to ensure all employees
(permanent and temporary
staff) and third party users
return all hardware assets
upon termination of their
employment, contract or
agreement.

BMBC should consider carrying out sample checks on historic leavers to check that all hardware has been
returned. This is in line with good practice

Key systems, applications and
data are backed up to protect
against loss of personal data.

When normal operations are resumed, BMBC should consider scheduling periodic full systems tests of the
back-up of key systems to check that back-ups can be restored as expected.

The plans are tested on a
periodic basis to ensure they
remain up to date and fit for
purpose

Following a return to normal operations BMBC should consider implementing periodic unscheduled tests
of the Business Continuity Plans.
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Appendices

Appendix One - Recommendation Priority Ratings Descriptions

Medium Priority Recommendations -

These recommendations address medium level risks which can be tackled over a longer timeframe or
where some mitigating controls are already in place, but could be enhanced.

Low Priority Recommendations -

These recommendations represent enhancements to existing controls to ensure low level risks are fully
mitigated or where we are recommending that the data controller sees existing plans through to
completion.

@
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Credits

ICO Team Manager — Paul Hamill

ICO Engagement Lead Auditor — Helen Oldham
ICO Lead Auditor - Amelia Walsh

ICO Lead Auditor - Ian Dale

Thanks

The ICO would like to thank Sally Lever, IG Project support and Business Support Manager, Lisa Featherstone, Deputy Director
Governance and Assurance and Janet Witkowski, Head Legal Services and Data Protection Officer for their help in the audit engagement.
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Disclaimer
The matters arising in this report are only those that came to our attention during the course of the audit and are not
necessarily a comprehensive statement of all the areas requiring improvement.

The responsibility for ensuring that there are adequate risk management, governance and internal control arrangements in
place rest with the management of Bury Metropolitan Borough Council.

We take all reasonable care to ensure that our audit report is fair and accurate but cannot accept any liability to any person
or organisation, including any third party, for any loss or damage suffered or costs incurred by it arising out of, or in
connection with, the use of this report, however such loss or damage is caused. We cannot accept liability for loss
occasioned to any person or organisation, including any third party, acting or refraining from acting as a result of any
information contained in this report.

This report is an exception report and is solely for the use of Bury Metropolitan Borough Council. The scope areas and
controls covered by the audit have been tailored to Bury Metropolitan Borough Council and, as a result, the audit report is
not intended to be used in comparison with other ICO audit reports.
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Assertion

The organisation has
a framework in place
to support
Lawfulness, Fairness
and Transparency

Individuals’ rights
are respected and
supported

Accountability and
Governance in place
for data protection
and data security

Input Type

Text

Document

Document

Date

Text

Yes/No

Yes/No

Text

Document

Yes/No

Yes/No

Yes/No

Yes/No

OLD v3 20-v4 21-22

21 Evidence ref
Evidence

ref

1.3.1 1.1.1
14.1 1.1.2
New 1.1.3
1.4.2 1.1.4
1.1.2 1.15
New 1.1.6
1.7.2 1.1.7
New 1.1.8
1.3.2 1.2.1
New 1.2.2
New 1.2.3
1.4.4 1.2.4
1.2.1 1.3.1

Change Evidence Text - NHS Trusts and CSUs (Category 1) Tool Tips - NHS Trusts (Category 1) Required to
summary meet standard
(mandatory) -
NHS Trusts
and CSUs
(Category 1)
No changes What is your organisation’s Information Commissioner's ~ You can get this number from the [Information Yes
Office (ICO) registration number? Commissioner's Office
website](https://ico.org.uk/esdwebpages/search)
Reword for cat 1 Your organisation has documented what personal data  Please see [additional Yes
and 2 you hold, where it came from, who you share it with and  guidance.](https://www.dsptoolkit.nhs.uk/Help/88)
what you do with it.
New Your business has identified, documented and classified Please provide documentary evidence. Yes
its hardware and software assets and assigned ownership
of protection responsibilities.
No changes When did your organisation last review both the list of all The list should be reviewed since 1st July 2021 to ensure itis Yes
systems/information assets holding or sharing personal  still up to date and correct. It should be approved by the
information and data flows? SIRO or equivalent.
No changes List the names and job titles of your key staff with Details are required only for staff who have a specialised role. Yes
responsibility for data protection and/or security.
New Your organisation has reviewed how you ask for and Provide details in the comments. Further guidance is
record consent. available on the [ICO website](https://ico.org.uk/for-
organisations/guide-to-data-protection/guide-to-the-general-
data-protection-regulation-gdpr/lawful-basis-for-
processing/consent/).
Removed from  Data quality metrics and reports are used to assess and  Published data quality metrics and reports such as the Data  Yes
Cat 3 improve data quality. Quality Maturity Index (DQMI) are reviewed and actioned in a
timely manner to continually improve data quality.
New A data quality forum monitors the effectiveness of data Guidance on establishing internal data quality assurance Yes
quality assurance processes. processes and undertaking Clinical Coding Audits can be
found in the [Data Security Standard 01 big picture
guide](https://www.dsptoolkit.nhs.uk/Help/23).
No changes How is transparency information (e.g. your Privacy Notice This covers personal information you collect or manage for ~ Yes
and Rights for individuals) published and available to the patients including children, and the public, include a list of
public? rights and when/whether they apply to the processing
undertaken, contact details and procedure for subject access,
right to rectification and other rights requests. Provide a
weblink if possible or other publicly available document.
New Your organisation has a process to recognise and Further guidance is available on the [NHSx Yes
respond to individuals' requests to access their personal  website](https://www.nhsx.nhs.uk/information-
data. governance/guidance/subject-access-requests/)
New Your organisation has procedures to handle an Further guidance is available on the [ICO Yes
individual’s objection to the processing of their personal  website](https://ico.org.uk/for-organisations/guide-to-data-
data. protection/guide-to-the-general-data-protection-regulation-
gdpr/individual-rights/right-to-object/)
Newly Is your organisation compliant with the national data opt- Please provide your published [compliance Yes
mandatory cat 1 out policy? statement](https://digital.nhs.uk/services/national-data-opt-out-
2,3and 4 programme/compliance-with-the-national-data-opt-out) e.g.
within a privacy notice and/or Published Data Release
Register in the comments box.
No changes Are there board-approved data security and protection Confirm that you have policies, procedures and staff guidance Yes

in place that explain the organisation's plan or principles for
data protection, DPIAs, Data protection by default, data
sharing, data quality, records management, data security,
registration authority, national data opt out, common law
duties, professional codes, subject access requests, Freedom
of Information and network security. Provide details of when
each policy was updated.

policies in place that follow relevant guidance?

Evidence Text - CCG and ALBs" (Category 2)

What is your organisation’s Information Commissioner’s Office

(ICO) registration number?

Your organisation has documented what personal data you hold,
where it came from, who you share it with and what you do with it.

Your business has identified, documented and classified its

hardware and software assets and assigned ownership of protection

responsibilities.
When did your organisation last review both the list of all

Tool Tips - CCG and ALBs (Category 2)
standard

(mandatory) - CCG

and ALBs
(category 2)

You can get this number from the [Information  Yes
Commissioner's Office
website](https://ico.org.uk/esdwebpages/search)

Please see [additional Yes
guidance.](https://www.dsptoolkit.nhs.uk/Help/8
8)

Please provide documentary evidence. Yes

The list should be reviewed since 1st July 2021 Yes

systems/information assets holding or sharing personal information to ensure it is still up to date and correct. It

and data flows?

List the names and job titles of your key staff with responsibility for

data protection and/or security.

Your organisation has reviewed how you ask for and record

consent. And has systems to record and manage ongoing consent.

W as the scope of the last data quality audit in line with guidelines.

A data quality forum monitors the effectiveness of data quality
assurance processes.

How is transparency information (e.g. your privacy notice)
published and available to the public?

Your organisation has a process to recognise and respond to
individuals' requests to access their personal data.

Is your organisation compliant with the national data opt-out policy?

Are there board-approved data security and protection policies in

place that follow relevant guidance?

should be approved by the SIRO or equivalent.

Details are required only for staff who have a Yes
specialised role.

Provide details in the comments. Further
guidance is available on the [ICO
website](https://ico.org.uk/for-
organisations/guide-to-data-protection/guide-to-
the-general-data-protection-regulation-
gdpr/lawful-basis-for-processing/consent/).

The data quality audit should be in the last Yes
twelve months and scoped to the [Service User
Data Audit
guidance.](https://www.dsptoolkit.nhs.uk/help/1
Guidance on establishing internal data quality
assurance processes and undertaking Clinical
Coding Audits can be found in the [Data
Security Standard 01 big picture
guide](https://www.dsptoolkit.nhs.uk/Help/23).
This covers personal information you collect or  Yes
manage for patients and the public, include a list
of rights and when/whether they apply to the
processing undertaken, contact details and
procedure for subject access and other rights
requests. Provide a weblink if possible or other
publicly available document.

Further quidance is available on the [NHSx Yes
website](https://www.nhsx.nhs.uk/information-
governance/guidance/subject-access-requests/)

Please provide your published [compliance Yes
statement](https://digital.nhs.uk/services/nationa
[-data-opt-out-programme/compliance-with-the-
national-data-opt-out) e.g. within a privacy

notice and/or Published Data Release Register

in the comments box.

Confirm that you have policies, procedures and Yes
staff guidance in place that explain the

organisation's plan or principles for data

protection, data sharing, data quality, records
management, data security, registration

authority, national data opt out, common law

duties, professional codes, subject access

requests, Freedom of Information and network
security. Provide details of when each policy

was updated.

Required to meet

Evidence text - Others (Category 3)

What is your organisation’s Information
Commissioner’s Office (ICO) registration
number?

Does your organisation have an up to date list
of the ways in which it holds and shares
different types of personal and sensitive
information?

Who has responsibility for data security and
protection and how has this responsibility
been formally assigned?

Your organisation has reviewed how you ask
for and record consent. And has systems to
record and manage ongoing consent.

Does your organisation have a privacy notice?

Is your organisation compliant with the
national data opt-out policy?

Does your organisation have up to date
policies in place for data protection and for
data and cyber security?

Tool tips - Others (Category 3)

Registration with the ICO is a legal requirement for every
organisation that processes personal information, unless they
are exempt as a small charity. If your organisation is not
already registered, you should [register as a matter of
urgency](https://ico.org.uk/for-organisations/data-protection-
fee/).

You can check whether you are registered and what your
ICO registration number is on the [Information
Commissioner's Office
website](https://ico.org.uk/esdwebpages/search)

To be compliant with data protection legislation you must
have a list or lists of the different ways in which your
organisation holds personal and sensitive information (e.qg.
filing cabinet, care planning system, laptop). This list is called
an Information Asset Register (IAR) and it should detail
where and how the information is held and how you keep it
safe. You should also have a list or lists of the types of
personal data that are shared with others, for example needs
assessments, prescriptions, payslips, care plans. This list is
called a Record of Processing Activities (ROPA) and should
detail how the data is shared and how your organisation
keeps it safe. It is fine to have either two separate documents
or a single document that combines both lists.

The list(s) should be reviewed and approved by the
management team or equivalent since 1st July 2021. Upload
the document(s) or link to the document or specify where it is
saved.

Example IARs and ROPAs are available from [Digital Social
Care](https://www.digitalsocialcare.co.uk/latest-
guidance/how-to-document-your-data-processing/).

Whilst data security and protection is everybody’s business,
someone within your organisation must take overall senior
responsibility for it. There must be at least one named person
who leads on data security and protection. Their
responsibility is to provide leadership and guidance from a
senior level.

In the text box, write the name(s) of the person or people
within your organisation with overall responsibility for data
security and protection. Then, for each person, describe how
this responsibility has been formally assigned to them. For
instance, this responsibility could form part of their job
description, or be noted in the minutes of a management
meeting, or be in an email from the appropriate director in
your organisation. Your organisation may also have additional
specialised roles, for example a Data Protection Officer
(DPO).

[Read more about data security and protection
responsibilities and specialised
roles](https://www.digitalsocialcare.co.uk/resource/data-
Further guidance is available on the [ICO
website](https://ico.org.uk/for-organisations/guide-to-data-
protection/guide-to-the-general-data-protection-regulation-
gdpr/lawful-basis-for-processing/consent/).

Required to meet standard
(mandatory) - Others
(Category 3)

Yes

Yes

Yes

If you use and share personal data then you must tell people Yes

what you are doing with it. This includes why you need the
data, what you'll do with it, who you're going to share it with
and individual's rights under data protection legislation e.g. to
access the information.

This should be set out in writing in 'a privacy notice'. You
should provide this information in a clear, open and honest
way using easily understood language.

Privacy notice should cover all data you process for example
the data relating to the people you support and their relatives,
staff, volunteers, members of the public. You may have
more than one privacy notice e.g. one for staff and another
one for the people you support.

An example privacy notice is available from [Digital Social
Care](https://www.digitalsocialcare.co.uk/latest-
guidance/how-to-document-your-data-processing/)

The national data opt-out gives everyone the ability to stop
health and social care organisations from sharing their
confidential information for research and planning purposes,
with some exceptions such as where there is a legal
mandate/direction or an overriding public interest for example
to help manage the covid-19 pandemic.

As a provider, you should help the people who use your
services to understand that they can opt out of their data
being used for other purposes. You should check that your
policies, procedures, and privacy notice cover the opt out.

All health and social care CQC-registered organisations in
England must be compliant with the national data opt out by
30 September 2021.

More detailed guidance that gives advice about compliance
with the national data opt-out policy is available from [NHS
Digital](https://digital.nhs.uk/services/national-data-opt-out-
programme/compliance-with-the-national-data-opt-out) and
[Digital Social
Care](https://www.digitalsocialcare.co.uk/national-data-opt-
out/).

Confirm that your organisation has a policy or policies in
place to cover:

- data protection

- data quality

- record keeping

- data security

- where relevant, network security

The policy or policies should be reviewed and approved by
the management team or equivalent within the last 12
months. There is no set number of how many policies your
organisation has to have on these topics as the different sizes
and complexity of organisations means that some will have
one all-encompassing policy, whilst others may have multiple
policies.

Policy templates are available from [Digital Social
Care](https://www.digitalsocialcare.co.uk/latest-
guidance/template-policies/)

Yes

Yes

Evidence text - GP (Category 4)

What is your ICO registration number?

Does your organisation have an up to date list of the ways in To be compliant with data protection legislation you must have a list or lists of the different
ways in which your organisation holds personal and sensitive information (e.g. filing cabinet,
care planning system, laptop). This list is called an Information Asset Register (IAR) and it
should detail where and how the information is held and how you keep it safe. You should also
have a list or lists of the types of personal data that are shared with others, for example needs
assessments, prescriptions, payslips, care plans. This list is called a Record of Processing
Activities (ROPA) and should detail how the data is shared and how your organisation keeps it
safe. It is fine to have either two separate documents or a single document that combines both

which it holds and shares different types of personal and
sensitive information?

Who has responsibility for data security and protection and
how has this responsibility been formally assigned?

Your organisation has reviewed how you ask for and record
consent. And has systems to record and manage ongoing
consent.

Does your organisation have a privacy notice?

Is your organisation compliant with the national data opt-out

policy?

Are there approved data security and protection policies in

place that follow relevant guidance?

Tool tips - GP (Category 4)

You can get this number from the [Information Commissioner's Office

website](https://ico.org.uk/esdwebpages/search)

lists.

The list(s) should be reviewed and approved by the management team or equivalent since 1st
April 2020. Upload the document(s) or link to the document or specify where it is saved.

Example IARs and ROPAs are available from [Digital Social

Care](https://www.digitalsocialcare.co.uk/latest-guidance/how-to-document-your-data-

processing/).

Whilst data security and protection is everybody’s business, someone within your organisation
must take overall senior responsibility for it. There must be at least one named person who
leads on data security and protection. Their responsibility is to provide leadership and guidance

from a senior level.

In the text box, write the name(s) of the person or people within your organisation with overall
responsibility for data security and protection. Then, for each person, describe how this
responsibility has been formally assigned to them. For instance, this responsibility could form
part of their job description, or be noted in the minutes of a management meeting, or be in an
email from the appropriate director in your organisation. Your organisation may also have
additional specialised roles, for example a Data Protection Officer (DPO).

[Read more about data security and protection responsibilities and specialised
roles.](https://www.digitalsocialcare.co.uk/resource/data-security-and-protection-

responsibilities/)

Further guidance is available on the [ICO website](https://ico.org.uk/for-organisations/guide-to-
data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-

processing/consent/).

Your organisation must set out in clear and easily understood language what it does with the
personal data it processes regarding the people it supports, staff and volunteers, and members
of the public, for example relatives or other professionals etc. This is called a privacy notice and
there may be more than one privacy notice e.g. one notice for staff and one for the people you

support.

Your organisation’s privacy notice(s) should be made available to these people and inform them
about their rights under data protection legislation and how to exercise them. It is good practice

to publish your privacy notice on your website if you have one.

An example privacy notice is available from [Digital Social

Care](https://lwww.digitalsocialcare.co.uk/latest-guidance/how-to-document-your-data-

processing/).

Required to meet
standard (mandatory)
- GP (Category 4)

Yes

Yes

Yes

Yes

The national data opt-out gives everyone the ability to stop health and social care organisations Yes

from sharing their confidential information for research and planning purposes, with some
exceptions such as where there is a legal mandate/direction or an overriding public interest for

example to help manage the covid-19 pandemic.

As a provider, you should help the people who use your services to understand that they can
opt out of their data being used for other purposes. You should check that your policies,

procedures, and privacy notice cover the opt out.

All health and social care CQC-registered organisations in England must be compliant with the

national data opt out by 30 September 2021.

More detailed guidance that gives advice about compliance with the national data opt-out policy
is available from [NHS Digital](https://digital.nhs.uk/services/national-data-opt-out-
programme/compliance-with-the-national-data-opt-out) and [Digital Social
Care](https://lwww.digitalsocialcare.co.uk/national-data-opt-out/).

Confirm that you have policies in place that explain the organisation's plan or principles for data Yes

protection, data quality, records management, data security, registration authority, Subject
access requests, Freedom of Information and network security.
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Yes/No

Yes/No

Yes/No

Text

Text

Yes/No

Yes/No

Yes/No

Document

Yes/No

Text

Text

Text

Records are maintained Yes/No
appropriately

Text

15.2

111

1.1.3

18.1

1.8.3

16.1

1.6.5

114

1.2.3

1.6.6

1.6.2

1.6.3

164

1.7.4

1.7.5

1.3.2

1.3.3

134

1.3.5

1.3.6

1.3.7

1.3.8

1.3.9

1.3.10

1.3.11

1.3.12

1.3.13

1.3.14

141

1.4.2

Reword for cat 1
and 2

No changes

Reword for cat 1
and 2

No changes

No longer
mandatory cat 3

Reword for cat 1
and 2.

Removed from
cat4

Newly
mandatory cat 1
and 2. Reword
forcat 1 and 2

No changes

Reword cat 1
and 2

Removed from
cat1l and 2

Removed from
catl and 2

Removed from
cat1l and 2

Removed from
cat1l and 2

Reword cat 1
and 2

Removed cat 1
and 2, new for
cat 3.

Your organisation monitors your own compliance with
data protection policies and regularly reviews the
effectiveness of data handling and security controls.

Has SIRO responsibility for data security been assigned?

Are there clear lines of responsibility and accountability to
named individuals for data security and data protection?
Does your organisation operate and maintain a data
security risk register (including risks from supply chain)
which links to the corporate risk framework providing
senior visibility?

What are your top three data security and protection
risks?

Your organisation has implemented appropriate technical
and organisational measures to integrate data protection
into your processing activities.

Your organisation understands when you must conduct a
Data Protection Impact Assessment and has processes
in place, which links to your existing risk management
and project management, to action this.

Is data security direction set at board level and translated
into effective organisational practices?

How are data security and protection policies and Data
Protection Impact Assessments made available to the
public?

The organisation has a records management policy
including a records retention schedule

Your organisation should carry out spot checks that staff are Yes
doing what it says in the data protection, records

management and/or staff confidentiality policy or guidance.

These should be undertaken at least every year. They could

be part of other audits that you carry out. It is good practice to
keep evidence that spot checks have been carried out,

including details of any actions, who has approved the actions

and who is taking them forward.

There is a board-level individual who has overall accountability Yes
for the security of networks and information systems and
drives regular discussion at board-level.

Please provide details in the comments field. Yes

Further guidance is available from the [National Cyber Yes
Security Centre.](https://www.ncsc.gov.uk/collection/risk-
management-collection)

Record at a heading level Yes

The procedures should be approved by the board or Yes
equivalent and aim to ensure that only the minimum

necessary personal data are processed and that processing

is transparent allowing individuals to monitor what is being

done with their data.

[Information commissioner's office Yes
guidance](https://ico.org.uk/for-organisations/guide-to-the-
general-data-protection-regulation-gdpr/accountability-and-
governance/data-protection-impact-assessments/) is available

Yes

Provide the web link, but if not available online then record
where they are available.

Making your policies and DPIAs available to the public will
assist you to meet the transparency requirements of GDPR
unless this causes a security risk to the organisation.

The policy which sets out records management Yes
responsibilities, covers the whole record lifecycle including

secure storage, tracking, transfer and disposal. The retention
schedule is based on business need with reference to

statutory requirements and [other
guidance](https://www.nhsx.nhs.uk/information-
governance/guidance/records-management-code/).

Your organisation monitors your own compliance with data
protection policies and regularly reviews the effectiveness of data
handling and security controls.

Has SIRO responsibility for data security been assigned?

Are there clear lines of responsibility and accountability to named
individuals for data security and data protection?

Does your organisation operate and maintain a data security risk
register (including risks from supply chain) which links to the
corporate risk framework providing senior visibility?

What are your top three data security and protection risks?

Your organisation has implemented appropriate technical and
organisational measures to integrate data protection into your
processing activities.

Your organisation understands when you must conduct a Data

The spot checks should check that staff are Yes
doing what it says in your staff Confidentiality

and Data Protection guidance and the response
should include details of any actions, who has
approved the actions and who is taking them

forward.

There is a board-level individual who has overall Yes
accountability for the security of networks and
information systems and drives regular

discussion at board-level.

Please provide details in the comments field. Yes

Further guidance is available from the [National Yes
Cyber Security
Centre.](https://www.ncsc.gov.uk/collection/risk-
management-collection)

Record at a heading level Yes

The procedures should be approved by the Yes
board or equivalent and aim to ensure that only

the minimum necessary personal data are

processed and that processing is transparent
allowing individuals to monitor what is being

done with their data.

[Information commissioner's office Yes

Protection Impact Assessment and has processes in place, which  guidance](https://ico.org.uk/for-
links to your existing risk management and project management, to organisations/guide-to-the-general-data-

action this.

Is data security direction set at board level and translated into
effective organisational practices?

How are data security and protection policies and Data Protection
Impact Assessments made available to the public?

The organisation has a records management policy including a
records retention schedule

protection-regulation-gdpr/accountability-and-
governance/data-protection-impact-
assessments/) is available

Yes

Provide the web link, but if not available online
then record where they are available.

Making your policies and DPIAs available to the
public will assist you to meet the transparency
requirements of GDPR unless this causes a
security risk to the organisation.

The policy which sets out records management Yes
responsibilities, covers the whole record lifecycle
including secure storage, tracking, transfer and
disposal. The retention schedule is based on
business need with reference to statutory
requirements and [other
guidance](https://www.nhsx.nhs.uk/information-
governance/guidance/records-management-

code/).

Does your organisation carry out regular data
protection spot checks?

What are the top three data and cyber
security risks in your organisation and how
does your organisation plan to reduce those
risks?

Your organisation should carry out spot checks that staff are Yes
doing what it says in the data protection and/or staff

confidentiality policy or guidance. These should be

undertaken at least every year. They could be part of other

audits that you carry out.

It is good practice to keep evidence that spot checks have
been carried out, including details of any actions, who has
approved the actions and who is taking them forward, if
applicable.

There is an example audit checklist that you can download
from [Digital Social
Care](https://www.digitalsocialcare.co.uk/latest-
guidance/template-policies/).

All organisations have risks and should be able to identify
what they are. Thinking about your responses to all of the
guestions in the toolkit, consider which three areas carry the
most risk for your organisation.

Provide a brief headline for each risk and say what your
organisation plans to do to reduce that risk.

Does your organisation’s data protection policy Your policy should describe how your organisation considers Yes
describe how you keep personal data safe and privacy and data protection issues right at the start when

secure?

embarking on a new project or process. This is called Data
protection by design. This might be a new data sharing
initiative for example if becoming part of a shared care record
or if you are using personal data for a new purpose such as
research.

Your policy should also describe how your organisation only
collect, use and share the minimum amount of data you
need, how you limit access to only those how need to know,
keep the data for a short time as possible and how you let
people know what you do with their data. This is called 'data
protection by default'.

There is guidance on data protection by design and by
default on the [ICO’s website](https://ico.org.uk/for-
organisations/guide-to-data-protection/guide-to-the-general-
data-protection-regulation-gdpr/accountability-and-
governance/data-protection-by-design-and-default/). The Data
Protection Policy template that is available from [Digital
Social Care](https://www.digitalsocialcare.co.uk/latest-
guidance/template-policies/) covers this subject.

Does your organisation’s data protection policy Your policy should describe the process that your Yes

describe how you identify and minimise risks
to personal data when introducing, or
changing, a process or starting a new project
involving personal data?

Is data security direction set at management
level and translated into effective
organisational practices?

How are data security and protection policies
available to the public?

If staff, directors, trustees and volunteers use
their own devices (e.g. phones) for work
purposes, does your organisation have a bring
your own device policy and is there evidence
of how this policy is enforced?

How does your organisation make sure that
paper records are safe when taken out of the
building?

Briefly describe the physical controls your
buildings have that prevent unauthorised
access to personal data.

W hat does your organisation have in place to
minimise the risks if mobile phones are lost,
stolen, hacked or used inappropriately?

Does your organisation have a timetable
which sets out how long you retain records
for?

If your organisation uses third parties to
destroy records or equipment that hold
personal data, is there a written contract in
place that has been reviewed since 1st July
2021? This contract should meet the
requirements set out in data protection
regulations.

organisation has in place to make sure that it systematically
identifies and minimises the data protection risks of any new
project or plan that involves processing personal data. For
example, when you introduce a new care recording system; if
you install CCTV; if you use new remote care or monitoring
technology; if you share data for research or marketing
purposes.

This type of risk assessment is called a Data Protection
Impact Assessment (DPIA). Your organisation should
consider whether it needs to carry out a DPIA at the early
stages of any new project if it plans to process personal data.
A DPIA should follow relevant guidance from the [Information
Commissioner’s Office (ICO)](https://ico.org.uk/for-
organisations/guide-to-data-protection/guide-to-the-general-
data-protection-regulation-gdpr/accountability-and-
governance/data-protection-impact-assessments/).

Provide the web link, but if not available online then record
where they are available.

Publishing your policies will assist you to meet the
transparency requirements of GDPR unless this causes a
security risk to the organisation.

The devices referred in this question include laptops, tablets, Yes
mobile phones, CDs, USB sticks etc. This applies to use of
devices whether the person is on duty or not e.g. if they

access your system(s) when not on shift. Please upload your
Bring Your Own Device policy and any associated guidance,

and evidence of how this policy is enforced.

If nobody uses their own devices, then tick and write “Not
applicable” in the comments box.

A template Bring Your Own Device (BYOD) policy, and

examples of how this policy might be enforced, is available

from [Digital Social
Care](https://www.digitalsocialcare.co.uk/social-care-
technology/mobile-devices/)

Paper records may be taken out of your organisation’s Yes
building(s), for example for hospital appointments or visits to
people’s homes. Leaving documents in cars, for instance,

can be risky. How does your organisation make sure paper
records are kept safe when ‘on the move’?

If you do not have any paper records or do not take them off

site, write “Not applicable” in the text box.

Physical controls that support data protection include Yes
lockable doors, windows and cupboards, clear desk

procedure, security badges, key coded locks to access

secure areas etc.

Provide details at high level and, if you have more than one
building, summarise how compliance is assured across your
Smartphones are especially vulnerable to being lost or stolen. Yes
What has been put in place by your organisation to protect

them to prevent unauthorised access? E.g. is there a PIN or
fingerprint or facial scan? Is there an app set up to track the
location of a lost/ stolen smartphone, and ‘wipe’ its contents
remotely? You may need to ask your IT supplier to assist

with answering this question.

If your organisation does not use any mobile phones, write
“Not applicable” in the text box. Guidance is available from
[Digital Social
Care](https://www.digitalsocialcare.co.uk/social-care-

Your organisation should have in place and follow a retention Yes
timetable for all the different types of records that it holds,
including finance, staffing and care records. The timetable, or
schedule as it sometimes called, should be based on
[statutory requirements or other
guidance](https://www.nhsx.nhs.uk/information-
governance/guidance/records-management-code/).

It is important that when there is no longer a valid reasonto  Yes
keep personal data that it is disposed of securely. This

applies to paper documents, electronic records and

equipment, such as old computers and laptops, mobile

phones, CDs and memory sticks.

If your organisation uses a contractor to destroy any records
or equipment, such as a document shredding company or IT
recycling organisation, then the contract(s) or other written
confirmation with third parties must include the requirement
to have appropriate security measures and the facility to allow
audit by your organisation. Further information about the
destruction of records is in chapter 5 of the Records
Management Code of Practice.

If you do not use third parties to destroy records or
equipment, then tick and write “Not applicable” in the
comments box. Advice on contracts for secure disposal of
personal data is available from [Digital Social
Care](https://lwww.digitalsocialcare.co.uk/latestguidance/cont
ract-guidance/).

Does your organisation carry out regular data protection spot Your organisation should carry out spot checks that staff are doing what it says in the data Yes

checks?

What are the top three data and cyber security risks in your
organisation and how does it plan to reduce those risks?

protection and/or staff confidentiality policy or guidance. These should be undertaken at least
every year. They could be part of other audits that you carry out. It is good practice to keep
evidence that spot checks have been carried out, including details of any actions, who has
approved the actions and who is taking them forward, if applicable.

There is an example audit checklist that you can download from [Digital Social
Care](https://www.digitalsocialcare.co.uk/latest-guidance/template-policies/)

All organisations have risks and should be able to identify what they are. Thinking about your
responses to all of the questions in the toolkit, consider which three areas carry the most risk for
your organisation.

Provide a brief headline for each risk and say what your organisation plans to do to reduce that
risk.

Does your organisation’s data protection policy describe how Your policy should describe the process that your organisation has in place to make sure that it

you identify and minimise risks to personal data when
introducing, or changing, a process or starting a new project
involving personal data?

systematically identifies and minimises the data protection risks of any new project or plan that
involves processing personal data. For example, when you introduce a new care recording
system; if you install CCTV; if you use new remote care or monitoring technology; if you share
data for research or marketing purposes.

This type of risk assessment is called a Data Protection Impact Assessment (DPIA). Your
organisation should consider whether it needs to carry out a DPIA at the early stages of any
new project if it plans to process personal data. A DPIA should follow relevant guidance from
the [Information Commissioner’s Office (ICO)](https://ico.org.uk/for-organisations/guide-to-data-
protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-
governance/data-protection-impact-assessments/).

How are data security and protection policies available to the Provide the web link, but if not available online then record where they are available.

public?
Publishing your policies will assist you to meet the transparency requirements of GDPR unless
this causes a security risk to the organisation.
There are physical controls that prevent unauthorised access Physical controls that can support data protection include lockable doors, windows and Yes

to buildings and locations where personal data are stored or
processed.

Has a records retention schedule been produced?

cupboards, clear desk procedure, security badges, key coded locks to access secure areas,
records libraries, etc.

Provide details at high level.

Your organisation should have in place and follow a retention timetable for all the different types Yes
of records that it holds, including finance, staffing and care records. The timetable, or schedule

as it sometimes called, should be based on [statutory requirements or other
guidance](https://www.nhsx.nhs.uk/information-governance/guidance/records-management-

code/).
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1.1.8)
No changes Is there a data protection and security induction in place  The induction can be delivered face to face or digitally. Yes
for all new entrants to the organisation? Records are maintained and the induction is reviewed on a
regular basis to ensure its effectiveness.
No changes Do all employment contracts contain data security Please provide any explanatory text in the comments box Yes
requirements?
No changes The results of staff awareness surveys on staff Using the [staff awareness
understanding of data security are reviewed to improve  questions](https://www.dsptoolkit.nhs.uk/Help/21) either
data security. through the Data Security Awareness training or local
materials.
Wording change Has an approved organisation-wide data security and This is an assessment of data security and protection training Yes
(date only) protection training needs analysis been completed after 1 (including records management and Subject access
July 20217 requests) and development needs for all your staff including

Board Members. Approved by your SIRO or equivalent.

Please provide your highest percentage figure for the period Yes
1st July 2021 - 30th June 2022 in the space below with an
explanation of how you have calculated the figure.

Wording change Have at least 95% of all staff, completed their annual
(date only) Data Security Awareness Training?

This can be calculated from local materials/E Learning
system and/or the national Data Security Awareness E-
Learning system.

Details of any additional training as identified by your Data Yes
Security Training Needs analysis. Such as staff with roles in
Informatics (IT and Information areas), Records Management,
Clinical Coding & Information Governance (including privacy /
confidentiality & data protection).

No changes Provide details of any specialist data security and
protection training undertaken.

No changes The organisation has appropriately-qualified technical See guidance within [big picture guide Yes
cyber security specialist staff and/or service. 3.](https://www.dsptoolkit.nhs.uk/Help/23)
No changes The organisation has a nominated member of the Cyber  Further details are available on the [NHS Digital Yes
Associates Network. website.](https://digital.nhs.uk/services/data-security-
centre/cyber-associates-network)

As defined in your organisations data security and protection Yes
training needs analysis.

No changes Have your SIRO and Caldicott Guardian received
appropriate data security and protection training?

New All board members have completed appropriate data As defined in your organisation's data security and protection Yes
security and protection training? training needs analysis.

All Board members are current permanent working board
members (for example board members who are sick should
not be included).

No changes Your organisation maintains a record of staff and their Yes
roles.

No changes Does the organisation understand who has access to Each system may use its own user list(s) or use federated Yes
personal and confidential data through your systems, access. There may be systems where technically or
including any systems which do not support individual operationally it is not possible to have individual logins but
logins? there are alternative methods of maintaining user lists. Where

this occurs, it is understood and risk assessed by the
organisation.

No changes Are users in your organisation only given the minimum
access to sensitive information or systems necessary for
their role?
No changes When was the last audit of user accounts held? An audit of staff accounts from your organisation, to make Yes
sure there aren't any inappropriate access permissions.
Record the date when the last user audit was held. This
should be completed annually as a minimum.
No changes Provide a summary of data security incidents in the last ~ This can be an incident either where the staff member's rights

12 months caused by a mismatch between user role and to data were too high or too low. Do not name individuals.
system accesses granted.

Organisational policy should set out the rules defining log Yes
retention. The average time to detect a cyber attack is over

three months and it is not uncommon for incidents to take
significantly longer to detect. The most important logs for
identifying malicious activity should be held for six months as

a minimum. Organisations should consider the ability to trace

an incident end to end e.g. network address translation.

Please refer to [National Cyber Security Centre
guidance.](https://mww.ncsc.gov.uk/filesINCSC_SOC_Feeds.

pdf)

Wording change Logs are retained for a sufficient period, managed
cat 1 and 2. securely, reviewed regularly and can be searched to
identify malicious activity.

No changes Are unnecessary user accounts removed or disabled? Former employees', guest and other unnecessary accounts  Yes
are routinely and promptly removed or disabled from internal
workstations, Active Directory domains and other user
directories. Privileged user access is also removed when no
longer required or appropriate.

No longer All system administrators have signed an agreement With great power comes great responsibility and all Yes
mandatory cat 3 which holds them accountable to the highest standards of administrators should attest to that responsibility by being
use. signatory to a agreement affirming the highest standard of
use.

Is there a data protection and security induction in place for all new
entrants to the organisation?

Do all employment contracts contain data security requirements?

The results of staff awareness surveys on staff understanding of
data security are reviewed to improve data security.

Has an approved organisation-wide data security and protection
training needs analysis been completed after 1 July 2021?

Have at least 95% of all staff, completed their annual Data Security
Awareness Training?

Provide details of any specialist data security and protection training
undertaken.

The induction can be delivered face to face or  Yes
digitally. Records are maintained and the

induction is reviewed on a regular basis to

ensure its effectiveness.

Please provide any explanatory text in the Yes
comments box

Using the [staff awareness
guestions](https://www.dsptoolkit.nhs.uk/Help/2

1) either through the Data Security Awareness
training or local materials.

This is an assessment of data security and Yes
protection training and development needs for all
your staff including Board Members. Approved

by your SIRO or equivalent.

Please provide your highest percentage figure  Yes
for the period 1st July 2021 - 30th June 2022 in

the space below with an explanation of how you

have calculated the figure.

This can be calculated from local materials/E
Learning system and/or the national Data
Security Awareness E-Learning system.

Details of any additional training as identified by Yes
your Data Security Training Needs analysis.

Such as staff with roles in Informatics (IT and
Information areas), Medical Records, Clinical

Coding & Information Governance (including

privacy / confidentiality & data protection).

The organisation has appropriately-qualified technical cyber security See guidance within [big picture guide Yes

specialist staff and/or service.
The organisation has a nominated member of the Cyber Associates
Network.

Have your SIRO and Caldicott Guardian received appropriate data
security and protection training?

All board members have completed appropriate data security and
protection training.

Your organisation maintains a record of staff and their roles.

Does the organisation understand who has access to personal and
confidential data through your systems, including any systems
which do not support individual logins?

Are users in your organisation only given the minimum access to
sensitive information or systems necessary for their role?

When was the last audit of user accounts held?

Provide a summary of data security incidents in the last 12 months
caused by a mismatch between user role and system accesses
granted.

Logs are retained for a sufficient period, managed securely,

reviewed regularly and can be searched to identify malicious
activity.

Are unnecessary user accounts removed or disabled?

All system administrators have signed an agreement which holds
them accountable to the highest standards of use.

3.](https://www.dsptoolkit.nhs.uk/Help/23)

Further details are available on the [NHS Digital Yes
website.](https://digital.nhs.uk/services/data-
security-centre/cyber-associates-network)

As defined in your organisations data security  Yes
and protection training needs analysis.

As defined in your organisations data security  Yes
and protection training needs analysis.

All Board members are current permanent
working board members (for example board
members who are sick should not be included).

Yes

Each system may use its own user list(s) or use Yes
federated access. There may be systems where
technically or operationally it is not possible to

have individual logins but there are alternative
methods of maintaining user lists. Where this

occurs, it is understood and risk assessed by the
organisation.

An audit of staff accounts from your Yes
organisation, to make sure there aren't any
inappropriate access permissions. Record the

date when the last user audit was held. This

should be completed annually as a minimum.

This can be an incident either where the staff
member's rights to data were too high or too
low. Do not name individuals.

Organisational policy should set out the rules
defining log retention. The average time to
detect a cyber attack is over three months and it
is not uncommon for incidents to take
significantly longer to detect. The most
important logs for identifying malicious activity
should be held for six months as a minimum.
Organisations should consider the ability to trace
an incident end to end e.g. network address
translation. Please refer to [National Cyber
Security Centre
guidance.](https://www.ncsc.gov.uk/filessINCSC
Former employees', guest and other Yes
unnecessary accounts are routinely and
promptly removed or disabled from internal
workstations, Active Directory domains and
other user directories. Privileged user access is
also removed when no longer required or
appropriate.

With great power comes great responsibility and Yes
all administrators should attest to that

responsibility by being signatory to a agreement
affirming the highest standard of use.

If your organisation destroys any records or
equipment that hold personal data, how does
it make sure that this is done securely?

Does your organisation have an induction
process that covers data security and
protection, and cyber security?

Do all employment contracts, and volunteer
agreements, contain data security
requirements?

The results of staff awareness surveys on staff
understanding of data security are reviewed to
improve data security.

Has a training needs analysis covering data
security and protection, and cyber security,
been completed since 1st July 20217

Have at least 95% of staff, directors, trustees
and volunteers in your organisation completed
training on data security and protection, and
cyber security, since 1st July 20217

Provide details of any specialist data security
and protection training undertaken.

Have the people with responsibility for data
security and protection received training
suitable for their role?

Does your organisation have an up to date
record of staff, and volunteers if you have
them, and their roles?

Does your organisation know who has access
to personal and confidential data through its IT
system(s)?

Provide a summary of data security incidents
in the last 12 months caused by a mismatch
between user role and system accesses
granted.

Does your organisation have a reliable way of
removing or amending people’s access to IT
systems when they leave or change roles?

Have all the administrators of your
organisation’s IT system(s) signed an
agreement to hold them accountable to higher
standards?

It is important that when there is no longer a valid reasonto  Yes
keep personal data that it is disposed of securely. This

applies to paper documents, electronic records and

equipment, such as old computers and laptops, mobile

phones, CDs and memory sticks. If anyone in your

organisation destroys any records or equipment themselves,

such as shredding documents, briefly describe how the
organisation makes sure that this is done securely.

If you do not destroy records or equipment yourselves, or only
use a third party to do so, write “Not applicable” in the text
box.

[Digital Social

Care](https://www.digitalsocialcare.co.uk//latest-

All new staff, directors, trustees and volunteers who have Yes
access to personal data, should have an induction that covers
data security and protection as well as cyber security. It is

good practice to keep records of who has been inducted and

to review the induction process on a regular basis to ensure it

is effective and up to date.

There is an ‘Introduction to Information Sharing for Staff

available from [Digital Social
Care](https://www.digitalsocialcare.co.uk/latestguidance/staff-
guidance/).

Clauses in contracts or agreements should reference data Yes
security (confidentiality, integrity and availability). Many

contracts commonly focus on just confidentiality.

Your organisation’s staff employment contracts, and
volunteer and trustee agreements if you have them, should
be reviewed to see if they need to be updated to include a
clause on data security.

There is an example staff contract clause available from
[Digital Social Care](https://www.digitalsocialcare.co.uk/latest-
guidance/staff-guidance/).

Using the [staff awareness
questions](https://www.dsptoolkit.nhs.uk/Help/21) either
through the Data Security Awareness training or local
materials.

A training needs analysis is a process which helps identify Yes
the data security and protection, and cyber security, training
and development needs across your organisation. Your
organisation’s training needs analysis should identify the level
of training or awareness raising required by your staff,
directors, trustees and volunteers if you have them.

It should be reviewed and/or approved annually by the
person(s) with overall responsibility for data security and
protection within your organisation.

An example training needs analysis is available to download

from [Digital Social
Care](https://www.digitalsocialcare.co.uk/latest-
guidance/staff-guidance/).

All people in your organisation with access to personal data  Yes
must complete appropriate data security and protection, and
cyber security, training every year. Your organisation’s

training needs analysis should identify the level of training or
awareness raising that people need.

There is an understanding that due to illness,
maternity/paternity leave, attrition or other reasons it might
not be possible for 100% of people to receive training every
year. Therefore, the target is 95% of people with access to
personal data.

[Digital Social Care](https://www.digitalsocialcare.co.uk/data-
security-protecting-my-information/cyber-security/train-staff-to-
be-cyber-aware/) provides guidance on training, including
sources of free online data and cyber security training.

Details of any additional training as identified by your Data
Security Training Needs analysis. Such as staff with roles as
Caldicott Guardian, in Informatics (IT and Information areas),
Medical Records, Clinical Coding & Information Governance
(including privacy / confidentiality & data protection).

It is likely that the person or people within your organisation  Yes
who are responsible for data security and protection will need
additional and more in depth training than the majority of your
staff. Your organisation’s training needs analysis should

identify any additional training required by people with

increased data security and protection responsibilities or

specialist roles, for example a Data Protection Officer (DPO).

Your organisation must have a list of all staff, and volunteers Yes
if you have them, and their current role. This list should be

kept up to date, including any change of role, new starters

and removal of leavers. This might be linked to your existing
payroll or rostering system.

Your organisation should know who has access to the Yes
personal and confidential data in its IT system(s). Each

person needs to have their own account to access a system.

If that is not currently possible, and users share a login, the
organisation must risk assess the situation and agree a plan

to end the use of shared logins.

If your organisation does not use any IT systems, then tick
and write “Not applicable” in the comments box.

This can be an incident either where the staff member's
rights to data were too high or too low. Do not name
individuals.

When people change roles or leave your organisation, there  Yes
needs to be a reliable way to amend or remove their access

to your IT system(s). This could be by periodic audit to make

sure that people’s access rights are at the right level. It is
important that leavers who had access to personal data have

their access rights revoked in line with your policies and
procedures. This includes access to shared email addresses.

If your organisation does not use any IT systems, then tick
and write “Not applicable” in the comments box

The people within your organisation who are IT system
administrators may have access to more information than
other staff. Therefore, they need to be held accountable in a
formal way to higher standards of confidentiality than others.

This requirement applies to IT system administrators working
in external companies who support your organisation’s IT
systems. This formal agreement could be part of a job
description or a contract with your IT support company
and/or systems supplier/s.

If your organisation does not use any IT systems, then 'tick’
and write “Not applicable” in the comments box.

If your organisation destroys any records or equipment that
hold personal data, how does it make sure that this is done
securely?

Does your organisation have an induction process that
covers data security and protection, and cyber security?

Do all employment contracts, and volunteer agreements,
contain data security requirements?

The results of staff awareness surveys on staff understanding
of data security are reviewed to improve data security.

Have at least 95% of staff, completed training on data
security and protection, and cyber security, since 1st July
20217

Does your organisation have an up to date record of people
and their roles?

Does the organisation understand who has access to
personal and confidential data through your systems,
including any systems which do not support individual
logins?

Does your organisation have a reliable way of removing or
amending people’s access to IT systems when they leave or
change roles?

Have all the administrators of your organisation’s IT
system(s) signed an agreement to hold them accountable to
higher standards?

It is important that when there is no longer a valid reason to keep personal data that it is
disposed of securely. This applies to paper documents, electronic records and equipment, such
as old computers and laptops, mobile phones, CDs and memory sticks. If anyone in your
organisation destroys any records or equipment themselves, such as shredding documents,
briefly describe how the organisation makes sure that this is done securely.

If you do not destroy records or equipment yourselves, or only use a third party to do so, write
“Not applicable” in the text box.

All new staff, directors, trustees and volunteers who have access to personal data, should have Yes
an induction that covers data security and protection as well as cyber security. It is good

practice to keep records of who has been inducted and to review the induction process on a

regular basis to ensure it is effective and up to date.

Clauses in contracts or agreements should reference data security (confidentiality, integrity and Yes
availability). Many contracts commonly focus on just confidentiality.

Your organisation’s staff employment contracts, and volunteer and trustee agreements if you
have them, should be reviewed to see if they need to be updated to include a clause on data
security.

Using the [staff awareness questions](https://www.dsptoolkit.nhs.uk/Help/21) either through the
Data Security Awareness training or local materials.

All people in your organisation with access to personal data must complete appropriate data Yes
security and protection, and cyber security, training every year. Your organisation’s training
needs analysis should identify the level of training or awareness raising that people need.

There is an understanding that due to illness, maternity/paternity leave, attrition or other
reasons it might not be possible for 100% of people to receive training every year. Therefore,
the target is 95% of people with access to personal data.

Your organisation must have a list of all staff, and volunteers if you have them, and their current Yes
role. This list should be kept up to date, including any change of role, new starters and removal
of leavers. This might be linked to your existing payroll or rostering system.

A list of all systems, showing your staff roles and numbers split by the system access level they Yes
have.

When people change roles or leave your organisation, there needs to be a reliable way to Yes
amend or remove their access to your IT system(s). This could be by periodic audit to make

sure that people’s access rights are at the right level. It is important that leavers who had

access to personal data have their access rights revoked in line with your policies and

procedures. This includes access to shared email addresses.

The people within your organisation who are IT system administrators may have access to Yes
more information than other staff. Therefore, they need to be held accountable in a formal way
to higher standards of confidentiality than others.

This requirement applies to IT system administrators working in external companies who
support your organisation’s IT systems This formal agreement could be part of a job description
or a contract with your IT support company and/or systems supplier/s.

If your organisation does not use any IT systems, then 'tick' and write “Not applicable” in the
comments box.
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Text

Yes/No

You closely manage Yes/No
privileged user access

to networks and

information systems

supporting the essential

service
Yes/No
Yes/No
You ensure your Yes/No
passwords are suitable
for the information you
are protecting
Yes/No
Yes/No
Text
Yes/No

Process reviews are Yes/No
held at least once per

year where data

security is put at risk

and following data

security incidents

Document

Participation in reviews Document
is comprehensive, and

clinicians are actively

involved

Action is taken to Yes/No
address problem

processes as a result of
feedback at meetings

or in year

A confidential system  Yes/No
for reporting data

security and protection
breaches and near

misses is in place and

actively used

Yes/No

Yes/No

All user devices are Yes/No
subject to anti-virus

protections while email

services benefit from

spam filtering and

protection deployed at

the corporate gateway

4.3.2

4.3.5

New

4.4.3

4.4.4

45.1

45.2

4.5.3

45.4

45.5

511

5.1.3

521

531

6.1.1

6.1.4

6.1.5

6.2.3

4.3.2

4.3.3

4.4.1

4.4.2

443

45.1

45.2

45.3

4.5.4

4.5.5

511

5.1.3

521

531

6.1.1

6.1.3

6.1.4

6.2.1

No changes

No changes

New

Non-material
wording change
catl and 2

Non-material
wording change
cat1l and 2

Newly
mandatory cat 2

Newly
mandatory cat 2

No changes

No changes

Reword cat 1
and 2

Non-material
wording change
catl and 2

No changes

No changes

No changes

No changes

No changes

No changes

No changes

Are users, systems and (where appropriate) devices
always identified and authenticated prior to being
permitted access to information or systems?

Have all staff been notified that their system use could be

monitored?

The organisation ensures that logs, including privileged
account use, are kept securely and only accessible to
appropriate personnel. They are stored in a read only
format, tamper proof and managed according to the

organisation information life cycle policy with disposal as

appropriate.

The organisation does not allow users with wide ranging
or extensive system privilege to use their highly privileged

accounts for high-risk functions, in particular email and
web browsing.
The organisation only allows privileged access to be

initiated from devices owned and managed or assured by

your organisation
Do you have a password policy giving staff advice on
managing their passwords?

Technical controls enforce password policy and mitigate

against password-guessing attacks.

Multifactor authentication is used [wherever technically
feasiblel].

Passwaords for highly privileged system accounts, social
media accounts and infrastructure components shall be

changed from default values and should have high
strength.

Does your organisation, or your supply chain with access
to your systems, grant limited privileged access and third

party access only for a limited time period, or is it
planning to do so?

Root cause analysis is conducted routinely as a key part of
your lessons learned activities following a data security or
protection incident, with findings acted upon.

List of actions arising from each process review, with
names of actionees.

Provide a scanned copy of the process review meeting

registration sheet with attendee signatures and roles held.

Are the actions to address problem processes, being

monitored and assurance given to the board or equivalent

senior team?

A policy/procedure is in place to ensure data security and
protection incidents are managed/reported appropriately.

Is the board or equivalent notified of the action plan for all

data security and protection breaches?

Individuals affected by a breach are appropriately
informed.

Has antivirus/anti-malware software been installed on all
computers that are connected to or capable of connecting

to the Internet?

Please provide details. For critical systems you should Yes
consider if device authentication is required.

Staff are informed and understand that their system use can
be monitored and recorded. The notification method is
periodic.

Organisational policy should set out the rules defining log Yes
retention. The average time to detect a cyber attack is over

three months and it is not uncommon for incidents to take
significantly longer to detect. The most important logs for
identifying malicious activity should be held for six months as

a minimum.

[Guidance from
NCSC](https://mww.ncsc.gov.uk/guidance/security-operations-
centre-soc-buyers-guide) on maintaining security of logs is
available.

Note: you are not expected to purchase a CSOC.

Provide details in the comments section Yes

Explain any exceptions or risk management applied.

The password policy must cover: Yes

(a) How to avoid choosing obvious passwords (such as those
based on easily-discoverable information).

(b) Not to choose common passwords (use of technical
means, such as using a password blacklist, is
recommended).

(c) No password reuse.

(d) Where and how they may record passwords to store and
retrieve them securely.

(e) If password management software is allowed, and if so,
which.

(H Which passwords they really must memorise and not
record anywhere.

(g) Assessing risks to ensure systems use appropriate
authentication measures e.g. high-strength passwords
enforced technically for all users of internet-facing
authentication services.

Examples of technical controls are [provided by the National Yes
Cyber Security
Centre.](https://www.ncsc.gov.uk/collection/passwords)

Multifactor authentication can include hardware-based Yes
certificates. This applies to end user devices.

[Where it is not possible to apply multifactor authentication,
this should be considered in your response to 9.5.9]

Yes

Explain, in the comments, how any incident response and Yes
management tests/process review findings tests have

informed the immediate future technical protection and

remediated any systemic vulnerabilities of the system or

service, to ensure identified issues cannot arise in the same

way again.

For each process review a list of actions should be produced
with each action having an owner. If no actions mark none in
other text.

An example of a scanned registration sheet, photo or
minutes. The attendees should be from a multi-disciplinary
team with active clinical involvement for care related
processes and systems.

Explain the governance around escalation of any issues and
findings to the board, or equivalent, such as through reports
and briefing notes, during the last twelve months.

Confirmation that a functioning data security and protection  Yes
breach reporting and management mechanism is in place
including use of the DSP Toolkit incident reporting tool

Outline in the comments, the processes of notifying the Yes
board.

Data subjects are appropriately informed of data breaches in  Yes
[accordance with guidance](https://ico.org.uk/for-
organisations/guide-to-the-general-data-protection-regulation-
gdpr/personal-data-breaches/). If no breaches then please

tick and state "No breaches".

This applies to: application servers; desktop computers; Yes
laptop computers, tablets and mobile devices running

windows desktop operating systems. Please include the

name of your anti-virus product in the comments.

Are users, systems and (where appropriate) devices always
identified and authenticated prior to being permitted access to
information or systems?

Have all staff been notified that their system use could be
monitored?

The organisation ensures that logs, including privileged account
use, are kept securely and only accessible to appropriate personnel.
They are stored in a read only format, tamper proof and managed
according to the organisation information life cycle policy with
disposal as appropriate.

The organisation does not allow users with wide ranging or
extensive system privilege to use their highly privileged accounts for
high-risk functions, in particular email and web browsing.

The organisation only allows privileged access to be initiated from
devices owned and managed or assured by your organisation

Do you have a password policy giving staff advice on managing
their passwords?

Technical controls enforce password policy and mitigate against
password-guessing attacks.

Multifactor authentication is used [wherever technically feasible].

Passwords for highly privileged system accounts, social media
accounts and infrastructure components shall be changed from
default values and should have high strength.

Does your organisation, or your supply chain with access to your
systems, grant limited privileged access and third party access only
for a limited time period, or is it planning to do so?

Root cause analysis is conducted routinely as a key part of your
lessons learned activities following a data security or protection
incident, with findings acted upon.

List of actions arising from each process review, with names of
actionees.

Provide a scanned copy of the process review meeting registration
sheet with attendee signatures and roles held.

Are the actions to address problem processes, being monitored and
assurance given to the board or equivalent senior team?

A policy/procedure is in place to ensure data security and protection
incidents are managed/reported appropriately.

Is the board or equivalent notified of the action plan for all data
security and protection breaches?

Individuals affected by a breach are appropriately informed.

Has antivirus/anti-malware software been installed on all computers
that are connected to or capable of connecting to the Internet?

Please provide details. For critical systems you Yes
should consider if device authentication is
required.

Staff are informed and understand that their
system use can be monitored and recorded. The
notification method is periodic.

Organisational policy should set out the rules
defining log retention. The average time to
detect a cyber attack is over three months and it
is not uncommon for incidents to take
significantly longer to detect. The most
important logs for identifying malicious activity
should be held for six months as a minimum.

[Guidance from
NCSC](https://www.ncsc.gov.uk/guidance/secur
ity-operations-centre-soc-buyers-guide) on
maintaining security of logs is available.

Note: you are not expected to purchase a
CSOC.
Provide details in the comments section Yes

Explain any exceptions or risk management
applied.

The password policy must cover: Yes
(a) How to avoid choosing obvious passwords
(such as those based on easily-discoverable
information).

(b) Not to choose common passwords (use of
technical means, such as using a password
blacklist, is recommended).

(c) No password reuse.

(d) Where and how they may record passwords
to store and retrieve them securely.

(e) If password management software is
allowed, and if so, which.

(H Which passwords they really must memorise
and not record anywhere.

(g) Assessing risks to ensure systems use
appropriate authentication measures e.g. high-
strength passwords enforced technically for all
users of internet-facing authentication services.
Examples of technical controls are [provided by Yes
the National Cyber Security
Centre.](https://www.ncsc.gov.uk/collection/pas
swords)

Multifactor authentication can include hardware-
based certificates. This applies to end user
devices.

Yes

Explain, in the comments, how any incident Yes
response and management tests/process review
findings tests have informed the immediate

future technical protection and remediated any
systemic vulnerabilities of the system or service,

to ensure identified issues cannot arise in the

same way again.

For each process review a list of actions should
be produced with each action having an owner.
If no actions mark none in other text.

An example of a scanned registration sheet,
photo or minutes. The attendees should be from
a multi-disciplinary team with active clinical
involvement for care related processes and
systems.

Explain the governance around escalation of any
issues and findings to the board, or equivalent,
such as through reports and briefing notes,
during the last twelve months.

Confirmation that a functioning data security and Yes
protection breach reporting and management
mechanism is in place including use of the DSP
Toolkit incident reporting tool

Outline in the comments, the processes of Yes
notifying the board.

Data subjects are appropriately informed of data Yes
breaches in [accordance with
guidance](https://ico.org.uk/for-
organisations/guide-to-the-general-data-
protection-regulation-gdpr/personal-data-

breaches/). If no breaches then please tick and

state "No breaches".

This applies to: application servers; desktop Yes
computers; laptop computers, tablets and

mobile devices running windows desktop

operating systems. Please include the name of

your anti-virus product in the comments.

Have all staff been notified that their system
use could be monitored?

The person with responsibility for IT confirms
that IT administrator activities are logged and
those logs are only accessible to appropriate
personnel.

How does your organisation make sure that
staff, directors, trustees and volunteers use
good password practice?

Do you ensure that passwords for highly
privileged system accounts, social media
accounts and infrastructure components shall
be changed from default values and should
have high strength?

If your organisation has had a data breach or a
near miss in the last year, has the
organisation reviewed the process that may
have allowed the breach to occur?

List of actions arising from each process
review, with names of actionees.

Provide a scanned copy of the process review
meeting registration sheet with attendee
signatures and roles held.

Are the actions to address problem processes,
being monitored and assurance given to the
senior team?

Does your organisation have a system in place
to report data breaches?

If your organisation has had a data breach,
were the management team notified, and did
they approve the actions planned to minimise
the risk of a recurrence?

If your organisation has had a data breach,
were all individuals who were affected
informed?

Do all the computers and other devices used
across your organisation have
antivirus/antimalware software which is kept
up to date?

Staff are informed and understand that their system use can
be monitored and recorded. The notification method is
periodic.

IT Support staff typically have high level access to systems.
The activities of these users should be logged and only
available to appropriate personnel.

If your organisation does not use any IT systems, then 'tick’
and write “Not applicable” in the comments box.

If your organisation has any IT systems or computers, it Yes
should provide advice for setting and managing passwords.

Each person should have their own password to access the
computer, laptop or tablet that they are using and a separate
password for other systems. These passwords should be

‘strong’ i.e. hard to guess. This could be enforced through
technical controls i.e. your system(s) require a minimum

number of characters or a mixture of letters and numbers in a
password.

If your organisation does not use any IT systems, computers
or other devices, write “Not applicable” in the text box.

Information about good password practice is available from
[Digital Social Care](https://www.digitalsocialcare.co.uk/data-
security-protecting-my-information/cyber-security/use-strong-
passwords/).

Confirm that your organisation has reviewed any processes Yes
that have caused a breach or a near miss, or which force

people to use unauthorised workarounds that could

compromise your organisation’s data and cyber security.

W orkarounds could be things such as using unauthorised

devices such as home computers or personal memory sticks

or forwarding emails to personal email addresses. It is good
practice to review processes annually even if a breach or near
miss has not taken place.

If no breaches or near misses in the last 12 months then
please tick and write "Not applicable" in the comments box.
For each process review a list of actions should be produced
with each action having an owner. If no actions mark none in
other text.

An example of a scanned registration sheet, photo or
minutes. The attendees should be from a multi-disciplinary
team with active clinical involvement for care related
processes and systems.

Explain the governance around escalation of any issues and
findings to the board, or equivalent, such as through reports
and briefing notes, during the last twelve months.

All staff, and volunteers if you have them, are responsible for Yes
noticing and reporting data breaches and it is vital that you

have a robust reporting system in your organisation. There is

an incident reporting tool within this toolkit which should be

used to report health and care incidents to Information
Commissioner’s Office ICO.

If you are not sure whether or not to inform the Information
Commissioner’s Office of a breach, the toolkit’s incident
reporting tool and guide can help you to decide.

In the event of a data breach the management team of your  Yes
organisation, or nominated person, should be notified of the
breach and any associated action plans or lessons learnt.

If no breaches in the last 12 months then please tick and

write "Not applicable” in the comments box.

If your organisation has had a data breach that is likely to Yes
result in a high risk of adversely affecting individuals’ rights

and freedoms - e.g. damage to reputation, financial loss,

unfair discrimination, or other significant loss - you must

inform the individual(s) affected as soon as possible.

If your organisation has had no such breaches in the last 12
months then please tick and write "Not applicable" in the
comments box.

More information is available from the [Information
Commissioner’s Office](https://ico.org.uk/for-
organisations/guide-to-the-general-data-protection-regulation-
gdpr/personal-data-breaches/).

This applies to all servers, desktop computers, laptop Yes
computers, and tablets. Note that antivirus software and
antimalware software are the same thing — they both perform

the same functions. You may need to ask your IT supplier to
assist with answering this question.

If your organisation does not use any computers or other
devices, then tick and write “Not applicable” in the comments
box.

Further information is available from [Digital Social
Care](https://lwww.digitalsocialcare.co.uk/data-security-
protecting-my-information/cyber-security/have-up-to-date-
antivirus-software/).

Have all staff been notified that their system use could be
monitored?

The person with responsibility for IT confirms that IT
administrator activities are logged and those logs are only
accessible to appropriate personnel.

If your organisation has had a data breach or a near miss in
the last year, has the organisation reviewed the process that
may have allowed the breach to occur?

Are the actions to address problem processes, being
monitored and assurance given to the senior team?

A data security and protection breach reporting system is in
place.

If your organisation has had a data breach, were the
management team notified, and did they approve the actions
planned to minimise the risk of a recurrence?

If your organisation has had a data breach, were all
individuals who were affected informed?

Do all the computers and other devices used across your
organisation have antivirus/antimalware software which is
kept up to date?

Staff are informed and understand that their system use can be monitored and recorded. The  Yes
notification method is periodic.

IT Support staff typically have high level access to systems. The activities of these users should
be logged and only available to appropriate personnel.

If your organisation does not use any IT systems, then 'tick' and write “Not applicable” in the
comments box.

Confirm that your organisation has reviewed any processes that have caused a breach or a Yes
near miss, or which force people to use unauthorised workarounds that could compromise your
organisation’s data and cyber security. Workarounds could be things such as using

unauthorised devices such as home computers or personal memory sticks or forwarding emails

to personal email addresses. It is good practice to review processes annually even if a breach

or near miss has not taken place.

If no breaches or near misses in the last 12 months then please tick and write "Not applicable"
in the comments box.

Explain the governance around escalation of any issues to management through reports and
briefing notes during the last twelve months.

Confirmation that a functioning data security and protection breach reporting mechanism isin  Yes
place including use of the DSP Toolkit incident reporting tool.

In the event of a data breach the management team of your organisation, or nominated person,
should be notified of the breach and any associated action plans or lessons learnt.

If no breaches have occurred in the last 12 months then please tick and write "Not applicable"
in the comments box.

If your organisation has had a data breach that is likely to result in a high risk of adversely Yes
affecting individuals’ rights and freedoms - e.g. damage to reputation, financial loss, unfair
discrimination, or other significant loss - you must inform the individual(s) affected as soon as
possible.

If your organisation has had no such breaches in the last 12 months then please tick and write
“Not applicable" in the comments box.

More information is available from the [Information Commissioner’s Office](https://ico.org.uk/for-
organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/personal-data-breaches/).

This applies to all servers, desktop computers, laptop computers, and tablets. Note that Yes
antivirus software and antimalware software are the same thing — they both perform the same
functions. You may need to ask your IT supplier to assist with answering this question.

If your organisation does not use any computers or other devices, then tick and write “Not
applicable” in the comments box.

Further information is available from [Digital Social
Care](https://lwww.digitalsocialcare.co.uk/data-security-protecting-my-information/cyber-
security/have-up-to-date-antivirus-software/).
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Known vulnerabilities
are acted on based on
advice from NHS
Digital, and lessons are
learned from previous
incidents and near
misses

Organisations have a
defined, planned and
communicated
response to Data
security incidents that
impact sensitive
information or key
operational services

There is an effective
test of the continuity
plan and disaster
recovery plan for data
security incidents

You have the capability
to enact your incident
response plan,
including effective
limitation of impact on
your essential service.
During an incident, you
have access to timely
information on which to
base your response
decisions

All software and
hardware has been
surveyed to
understand if it is
supported and up to
date

Yes/No

Yes/No

Yes/No

Text

Yes/No

Yes/No

Yes/No

Text

Yes/No

Text

Yes/No

Text

Document

Yes/No

Yes/No

Text

Text

Document

Text

Yes/No

Yes/No

Yes/No

Text

Yes/No

Document

Yes/No

Yes/No

6.2.4

6.2.5

6.2.6

6.2.9

6.2.10

6.2.11

6.2.12

6.3.1

6.3.2

6.3.3

6.3.5

6.3.6

7.1.1

7.1.2

7.1.3

7.1.4

7.2.1

7.2.4

7.3.1

7.3.2

7.3.3

7.3.4

7.3.5

7.3.6

8.1.1

8.1.2

8.1.3

6.2.3

6.2.4

6.2.5

6.2.6

6.2.7

6.2.8

6.2.9

6.3.1

6.3.2

6.3.3

6.3.4

6.3.5

7.1.1

7.1.2

7.1.3

7.1.4

7.2.1

7.2.2

7.3.1

7.3.2

7.3.3

7.3.4

7.3.5

7.3.6

8.1.1

8.1.2

8.1.3

Newly
mandatory cat 2

No changes

No changes

No changes

No changes

No changes

No changes

No changes

Reword cat 1
and 2

No changes

No changes

No changes

No changes

No changes

No changes

No changes

No changes

No changes

No changes

No changes

No changes

No changes

Reword for cat 1
and 2

Reword for cat 1,
2and 3

No changes

No changes

Newly
mandatory cat 2

Antivirus/anti-malware is kept continually up to date.

Antivirus/anti-malware software scans files automatically

upon access.

Connections to malicious websites on the Internet are
prevented.

Number of phishing emails reported by staff per month.

Does the organisation maintain a list of approved

applications, and are users prevented from installing any

application that is unsigned or has an invalid signature?

You have implemented on your email, Domain-based
Message Authentication Reporting and Conformance
(DMARC), Domain Keys Identified Mail (DKIM) and
Sender Policy Framework (SPF) for your organisation's
domains to make email spoofing difficult.

You have implemented spam and malware filtering, and
enforce DMARC on inbound email.

If you have had a data security incident, was it caused by

a known vulnerability?

The organisation acknowledges all 'high severity' cyber

alerts within 48 hours using the respond to an NHS cyber

alert service.

The organisation has a proportionate monitoring solution
to detect cyber events on systems and services.

Are all new digital services that are attractive to cyber
criminals (such as for fraud) implementing transactional
monitoring techniques from the outset?

Have you had any repeat data security incidents within
the organisation during the past twelve months?

Your organisation understands the health and care
services it provides.

Do you have well defined processes in place to ensure
the continuity of services in the event of a data security
incident, failure or compromise?

You understand the resources and information that will
likely be needed to carry out any required response
activities, and arrangements are in place to make these
resources available.

You use your security awareness, e.g. threat intelligence
sources, to make temporary security changes in response

to new threats, e.g. a widespread outbreak of very
damaging malware.

Explain how your data security incident response and
management plan has been tested to ensure all parties
understand their roles and responsibilities as part of the
plan.

Provide an explanation of how this is achieved. This could be Yes
through automatic update, central deployment, ATP etc.

This includes when files are downloaded and opened, and Yes
when they are accessed from a network folder.

This applies to all corporate devices. It may be achieved by  Yes
one or more of the following using a web proxy, antivirus/anti-
malware, browser tools, Protective DNS services, blacklisting

or other mechanisms.

From your service desk system or service the number of

reported phishing mails.

This applies to: email, Servers, desktop computers, laptop Yes
computers; tablets and mobile phones.

Provide details of how this is enforced.

This applies to email systems Yes

This applies to email systems and should include the name of Yes
the filtering product.

Provide details of incidents over the reporting period (a year). Yes
Known vulnerabilities are those listed on the [Cyber alerts
portal](https://digital.nhs.uk/cyber-alerts). If no incidents have
occurred, state: "None".

Your response should cover ‘high severity' cyber alerts issued Yes
over the last 12 months.

Since 1st July 2021, all systems monitoring requirements Yes
have been assessed.

Includes an assessment of which services are susceptible to Yes
fraud. If none, please 'tick' and explain in the comments
section.

A repeat incident is defined as an exploitation of the same
vulnerability on the same systems or different ones, that
occurs within three calendar months of a previous
occurrence. Provide details.

This should cover: i. What their key operational services are, Yes
ii. What technologies and services their operational services

rely on to remain available and secure, iii. What other
dependencies the operational services have (power, cooling,

data, people etc.), iv. The impact of loss of availability of the
service

This may include the preservation of manual processes for Yes
essential services.

This should be since 1st July 2021 with active board and Yes
business representation. Exercise scenarios should be based

on incidents experienced by your and other organisations, or

are composed using threat intelligence.

From the business continuity exercise, explain what Each action should have an owner and timescale. Yes
issues and actions were documented, with names of

actionees listed against each item.

On discovery of an incident, mitigating measures shall be Advice is available from NHS Digital or a cyber incident Yes

assessed and applied at the earliest opportunity, drawing

on expert advice where necessary.

All emergency contacts are kept securely, in hardcopy
and are up-to-date.

Are draft press materials for data security incidents
ready?
Suitable backups of all important data and information

needed to recover the essential service are made, tested,

documented and routinely reviewed.

Do you test your backups regularly to ensure you can
restore the service from a backup?

Are your backups kept securely and separate from your
network (‘offline’), or in a cloud service designed for this
purpose?

Provide evidence of how the organisation tracks and
records all software assets and their configuration.

Does the organisation track and record all end user
devices and removable media assets?
Devices that are running out-of-date unsupported

software and no longer receive security updates (patches)
are removed from the network, or the software in question

is uninstalled. Where this is not possible, the device
should be isolated and have limited connectivity to the
network, and the risk assessed, documented, accepted
and signed off by the SIRO.

response company.

Contacts include phone number as well as email. Yes

The press materials you have such as skeleton press
statements in the eventuality of an incident.

Provide evidence that your backup, testing and review Yes
process is effective.

Backups should be tested frequently. The example provided Yes
may relate to a live or test environment.

Cloud synching services, such as OneDrive, SharePoint or Yes
Google Drive, should not be used as your only backup and

stored backup should not be permanently connected to your
network.

Further guidance is available from the [National Cyber
Security Centre](https://www.ncsc.gov.uk/blog-post/offline-
backups-in-an-online-world)

This is a list of all the software that is used in the organisation Yes
including version numbers and whether the software is
supported i.e. it still receives security updates.

e.g. You hold an up to date list of all your end user devices Yes
and removable media.

Provide summary details in the comments box. Yes
Documentation should be held locally for protections for
these devices . This applies to any device (managed
internally or by a third party) that has the ability to

connect to the Internet including application servers;

desktop computers; laptop computers, tablets and

mobile devices running windows desktop operating

systems. Example routes to the Internet include (but are

not limited to) HSCN, N3/Transition network, VPNSs, or

cloud computing services. Devices that are standalone

or air-gapped should be captured under 9.5.9.

Antivirus/anti-malware is kept continually up to date.

Antivirus/anti-malware software scans files automatically upon
access.

Connections to malicious websites on the Internet are prevented.

Number of phishing emails reported by staff per month.

You have implemented on your email, Domain-based Message
Authentication Reporting and Conformance (DMARC), Domain
Keys Identified Mail (DKIM) and Sender Policy Framework (SPF)
for your organisation's domains to make email spoofing difficult.

You have implemented spam and malware filtering, and enforce
DMARC on inbound email.

If you have had a data security incident, was it caused by a known
vulnerability?

The organisation acknowledges all 'high severity' cyber alerts within

48 hours using the respond to an NHS cyber alert service.

The organisation has a proportionate monitoring solution to detect
cyber events on systems and services.

Are all new digital services that are attractive to cyber criminals
(such as for fraud) implementing transactional monitoring
techniques from the outset?

Have you had any repeat data security incidents within the
organisation during the past twelve months?

Your organisation understands the health and care services it
provides.

Do you have well defined processes in place to ensure the
continuity of services in the event of a data security incident, failure
or compromise?

You understand the resources and information that will likely be
needed to carry out any required response activities, and
arrangements are in place to make these resources available.

You use your security awareness, e.g. threat intelligence sources,
to make temporary security changes in response to new threats,
e.g. a widespread outbreak of very damaging malware.

Explain how your data security incident response and management

plan has been tested to ensure all parties understand their roles and

responsibilities as part of the plan.

From the business continuity exercise, explain what issues and
actions were documented, with names of actionees listed against
each item.

On discovery of an incident, mitigating measures shall be assessed
and applied at the earliest opportunity, drawing on expert advice
where necessary.

All emergency contacts are kept securely, in hardcopy and are up-
to-date.

Are draft press materials for data security incidents ready?

Suitable backups of all important data and information needed to
recover the essential service are made, tested, documented and
routinely reviewed.

Do you test your backups regularly to ensure you can restore the
service from a backup?

Are your backups kept securely and separate from your network
(‘offline”), or in a cloud service designed for this purpose?

Provide evidence of how the organisation tracks and records all
software assets and their configuration.

Does the organisation track and record all end user devices and
removable media assets?

Devices that are running out-of-date unsupported software and no
longer receive security updates (patches) are removed from the

network, or the software in question is uninstalled. W here this is not

possible, the device should be isolated and have limited
connectivity to the network, and the risk assessed, documented,
accepted and signed off by the SIRO.

Provide an explanation of how this is achieved. Yes
This could be through automatic update, central
deployment, ATP etc.

This includes when files are downloaded and
opened, and when they are accessed from a
network folder.

This applies to all corporate devices. It may be
achieved by one or more of the following using a
web proxy, antivirus/anti-malware, browser
tools, Protective DNS services, blacklisting or
other mechanisms.

From your service desk system or service the
number of reported phishing mails.

This applies to email systems Yes

This applies to email systems and should Yes
include the name of the filtering product.

Provide details of incidents over the reporting Yes
period (a year). Known vulnerabilities are those

listed on the [Cyber alerts
portal](https://digital.nhs.uk/cyber-alerts). If no
incidents have occurred, state: "None".

Your response should cover ‘high severity' cyber Yes
alerts issued over the last 12 months.

Since 1st July 2021, all systems monitoring Yes
requirements have been assessed.

Includes an assessment of which services are  Yes
susceptible to fraud. If none, please 'tick' and

explain in the comments section.

A repeat incident is defined as an exploitation of

the same vulnerability on the same systems or
different ones, that occurs within three calendar
months of a previous occurrence. Provide

details.

This should cover: i. What their key operational Yes
services are, ii. What technologies and services

their operational services rely on to remain

available and secure, iii. What other

dependencies the operational services have

(power, cooling, data, people etc.), iv. The

impact of loss of availability of the service

This may include the preservation of manual Yes
processes for essential services.

This should be since 1st July 2021 with active  Yes
board and business representation. Exercise
scenarios should be based on incidents

experienced by your and other organisations, or

are composed using threat intelligence.

Each action should have an owner and Yes
timescale.

Advice is available from NHS Digital or a cyber Yes
incident response company.

Contacts include phone number as well as Yes
email.

The press materials you have such as skeleton

press statements in the eventuality of an

Provide evidence that your backup, testing and Yes
review process is effective.

Backups should be tested frequently. The Yes
example provided may relate to a live or test
environment.

Cloud synching services, such as OneDirive, Yes
SharePoint or Google Drive, should not be used

as your only backup and stored backup should

not be permanently connected to your network.

Further guidance is available from the [National
Cyber Security
Centre](https://www.ncsc.gov.uk/blog-
post/offline-backups-in-an-online-world)

This is a list of all the software that is used in the Yes
organisation including version numbers and

whether the software is supported i.e. it still

receives security updates.

e.g. You hold an up to date list of all your end Yes
user devices and removable media.

Provide summary details in the comments box. Yes
Documentation should be held locally for

protections for these devices . This applies to

any device (managed internally or by a third

party) that has the ability to connect to the

Internet including application servers; desktop
computers; laptop computers, tablets and

mobile devices running windows desktop

operating systems. Example routes to the

Internet include (but are not limited to) HSCN,
N3/Transition network, VPNS, or cloud

computing services. Devices that are standalone

or air-gapped should be captured under 9.5.9.

Number of phishing emails reported by staff
per month.

From your service desk system or service the number of
reported phishing mails.

If you have had a data security incident, was it Provide details of incidents over the reporting period (a year).

caused by a known vulnerability?

Have staff, directors, trustees and volunteers
been advised that use of public Wi-Fi for work
purposes is unsafe?

Have you had any repeat data security
incidents within the organisation during the
past twelve months?

Organisations understand the health and care
services they provide.

Does your organisation have a business
continuity plan that covers data and cyber
security?

You understand the resources and information
that will be needed if there is a data security
incident and arrangements are in place to
make these resources available.

How does your organisation test the data and
cyber security aspects of its business
continuity plan?

From the business continuity exercise, explain
what issues and actions were documented,
with names of actionees listed against each
item.

How does your organisation make sure that
there are working backups of all important
data and information?

All emergency contacts are kept securely, in
hardcopy and are up-to-date.

Are backups routinely tested to make sure
that data and information can be restored?

Are your backups kept separate from your
network (‘offline’), or in a cloud service
designed for this purpose?

Does the organisation track and record all end
user devices and removable media assets?

If no incidents have occurred state "None".

Use of public Wi-Fi (e.g. Wi-Fi freely available at cafes and  Yes
train stations etc) or unsecured Wi-Fi (Wi-Fi where no

password is required to access it) could be unsafe and lead

to unauthorised access of personal data. Staff, directors,

trustees and volunteers if you have them, should be advised

of this.

If nobody uses mobile devices for work purposes out of your
building/offices, then tick and write “Not applicable” in the
comments box.

A repeat incident is defined as an exploitation of the same
vulnerability on the same systems or different ones, that
occurs within three calendar months of a previous
occurrence. Provide details.

This should cover: i. What their key operational services are,
ii. What technologies and services their operational services
rely on to remain available and secure, iii. What other
dependencies the operational services have (power, cooling,
data, people etc.), iv. The impact of loss of availability of the
service

Your organisation’s business continuity plan should cover Yes
data and cyber security — for example what would you do to
ensure continuity of service if: you had a power cut; the

phone line/internet went down; you were hacked; a computer
broke down; the office became unavailable (e.g. through fire).

An example business continuity plan is available from [Digital
Social Care](https://www.digitalsocialcare.co.uk/latest-
guidance/template-policies/).

Describe how your organisation tests these aspects of its Yes
plan and what the outcome of the exercise was the last time
you did this. This should be since 1st July 2021.

Guidance for testing your business continuity plan for the
data and cyber security aspects is available from [Digital
Social Care](https://www.digitalsocialcare.co.uk/latest-
guidance/template-policies/).

Each action should have an owner and timescale.

It is important to make sure that backups are being done Yes
regularly, that they are successful and that they include the

right files and systems. Briefly explain how your

organisation’s back up systems work and how you have

tested them.

You may need to ask your IT supplier to assist with
answering this question. If your organisation does not use
any computers or IT systems, write “Not applicable” in the
text box.

For advice about backups, see [Digital Social
Contacts include phone number as well as email. Yes

It is important that your organisation’s backups are tested at Yes
least annually to make sure data and information can be

restored (in the event of equipment breakdown for example).

You may need to ask your IT supplier to assist with

answering this question.

If your organisation does not use any computers or IT
systems, then tick and write “Not applicable” in the

Cloud synching services, such as OneDrive, SharePoint or
Google Drive, should not be used as your only backup and
stored backup should not be permanently connected to your
network.

Further guidance is available from the [National Cyber
Security Centre](https://www.ncsc.gov.uk/blog-post/offline-
backups-in-an-online-world)

e.g. You hold an up to date list of all your end user devices
and removable media.

Have you had any repeat data security incidents within the

organisation during the past twelve months?

Does your organisation have a business continuity plan that

covers data and cyber secu<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>